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. INTRODUCTION

Ecommerce — the sale and purchase of goods and services online domestically and across borders — is
opening new opportunities for African micro, small, and medium-sized enterprises (MSMEs) to grow
their sales, export, and create new jobs. Booming amid the COVID-19 crisis as the region’s consumers
have migrated online, ecommerce is empowering new players, opportunities, and job-creation in the
region’s logistics, financial services, payments, and IT sectors. Ecommerce is also emerging as a critical
component of African governments’ work on MSME resilience and economic recovery from COVID.

African governments have taken various measures to promote ecommerce in their economies, and have
also come together, including under the auspices of the African Union, to discuss ecommerce
development approaches.! In February 2020, the 3314 African Union Ordinary Session resolved that the
Phase Ill Negotiations of the African Continental Free Trade Agreement (AfCFTA) would focus on the
AfCFTA Protocol on Ecommerce.

These are constructive steps toward enabling African MSMEs to use ecommerce as a growth lever and
create new jobs. The purpose of this report, prepared as part of the U.S. Agency for International
Development-supported Alliance for eTrade Development Il (“eTrade Alliance” composed of Carsgill,
DHL, Element, Etsy, Google, Latin American eCommerce Institute, Mastercard, PayPal, Ringier One
Africa Media, UPS, and Visa), is to contribute to African governments and African Union Commission’s
(AUC) work to advance ecommerce development with new diagnostics and ideas. In particular, this
report will:

e Discuss, using survey data on over 2,000 firms, how African MSMEs of different characteristics
engage in ecommerce and what challenges they face to starting their ecommerce businesses and
growing their ecommerce sales, including across borders;

e Identify priority challenges for African MSMEs to engage in ecommerce;

o Take stock of and compare the adoption of policies conducive to MSME ecommerce in 12 African
economies, to understand how African governments are already addressing the challenges facing
MSMEs in ecommerce;

o Put forth additional proposals for goals, policies, and technology solutions to MSMEs’ challenges in
ecommerce in four key areas (logistics and trade facilitation, MSME finance, MSME digital
transformation, and cross-border digital payments);

e Propose national and regional initiatives and ideas to operationalize these solutions to advance
MSME ecommerce in Africa;

o Discuss cross-cutting approaches to enable MSME ecommerce and robust digital ecosystems, such
as promoting digital regulatory coherence among African economies; enabling MSMEs and
ecommerce ecosystem players to access, use and analyze data; providing MSMEs with incentives
to formalize and use a digital identity, and bolstering MSMEs’ cybersecurity.

o Review how African governments can accomplish broad-based, sustained, and commercially viable
reforms and initiatives in support of MSME ecommerce, such as through public-private dialogues
and partnerships, engagement of local governments and stakeholders in ecommerce development,
and greater coherence among national digital policies.

Throughout, the paper pays particular attention on enabling rural and women-led MSMEs in ecommerce.
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This report is envisioned as a roadmap for African Union Commission (AUC) and AU Member States
on policies, technologies, and concrete activities to enable MSME ecommerce in Africa. This version also
includes ideas from the AUC-eTrade Alliance Digital Trade Dialogue on 17-18 September 2020.

The following section discusses the growth of ecommerce in Africa and how MSMEs use ecommerce in
their businesses, and the challenges they face to growing through ecommerce. Section three discusses
how African governments are already addressing these challenges, and proposes further concrete goals
and initiatives in these areas for the next five years. Section four discusses cross-cutting policies critical
for MSMEs to successfully leverage ecommerce for their growth. Section five concludes.
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II. HOW DO AFRICAN MSMES ENGAGE IN
ECOMMERCE AND WHAT CHALLENGES DO THEY
FACE?

African economies have digitized rapidly in the past few years. In 2017, the latest year for which data are
available, 25 percent of sub-Saharan Africans used the Internet, including 42 percent of Nigerians and 56
percent of South Africans; in North Africa, 64 percent of Tunisians and 65 percent of Moroccans used
the internet in 2018. While still below 10 percent in Africa, fixed broadband penetration has also been
growing at double digits in the past few years. By 2018, depending on the country, 30-40 percent of
micro and small African firms had built a website.2

These trends reflect the declining cost of Internet connections in Africa, and are translating into online
transactions. For example, about a fifth of South Africans, third of Nigerians, and almost a one-half of
Kenyans made payments using their mobile phones in 2018.3 African consumers also increasingly use
ecommerce to buy goods and services, including from local and regional marketplaces such as Jumia,
Takealot, and Konga, and global marketplaces like Amazon, eBay, and Etsy. The COVID-19 crisis has
accelerated the growth of online shopping in Africa. A Visa survey found that 64 percent of consumers
in South Africa bought groceries online because of COVID, and 53 percent made their first online
purchase from a pharmacy during the crisis.* In 2020, nearly three in five Nigerian consumers said they
planned to shop more online in the future.s

Still, however, Africa’s ecommerce market is very incipient and online transactions are but a fraction,
typically less than 3 percent, of retail sales in the region, compared to 23 percent in the UK and about
14 percent in the United States (Figure |). As for cross-border trade, there are no comprehensive data
on ecommerce in goods domestically or across borders; however, data on exports of digitally
deliverable services suggest that African firms have gradually increased their cross-border sales of digital
services to 26 percent of all services exports in 2019 (Figure 2). This share is however relatively low
compared to such B2B ecommerce services export superstars as Brazil (63 percent), Philippines (58
percent), and Costa Rica (50 percent).

In general, these data suggest that ecommerce is gradually growing among African consumers and firms,
but that it is still far from its potential. How to then accelerate ecommerce development in Africa?
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Figure I: Share of Online Transactions as a Share of Domestic Retail, by Country
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Figure 2: Africa’s Digitally Deliverable Services Exports in 2010-19, by Sector and as Share
of All Commercial Services Exports
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A. WHY MSME ECOMMERCE MATTERS TO AFRICA

The growth of ecommerce use among African consumers opens ready opportunities for local MSMEs to
diversify their customer base and grow their sales. But there are further reasons, most by now well-
established in empirical literature, for African governments to focus on promoting MSME ecommerce.
For example, research across geographies shows that ecommerce can:

¢ Enable MSMEs to reach new domestic and foreign customers, diversify their markets and
products, and grow their exports;

¢ Enable MSMEs to access a wide variety of goods and services from around the world, a
particular benefit for MSMEs in small developing nations with limited pools of domestic suppliers
of parts, components, and services;

¢ Create significant opportunities for firms that support online sellers and buyers, such
as logistics, warehouse, payments, and financial and IT services;

¢ Bridge in-country disparities between rural and urban areas in terms of access to
entrepreneurial opportunities and wider varieties of products and services, especially in
rural regions with good Internet and logistics networks;

¢ Bridge disparities between women- and men-led MSMEs in access to critical services,
business networks, and markets; and

o By pushing MSMEs to differentiate, promote intra-industry trade and regional integration
even among countries with similar factor endowments.é

This report examines these dynamics and potential benefits in Africa.
B. MSME ECOMMERCE IN AFRICA: 10 STYLIZED FACTS

There is to date little data on how and to what extent different types of African MSMEs use ecommerce;
what challenges they face in transacting digitally; and what policy and technology solutions African
governments are already pursuing to solve these challenges.” This impedes the design of targeted and
impactful policy solutions to promote African MSMEs’ ecommerce.

This report paper seeks to help bridge these knowledge gaps with MSME online survey data collected
first by Nextrade Group on 18-25 August 2020, another by the eTrade Alliance on 4-15 September
2020 from 2,01 | MSMEs from three African economies (Kenya, Nigeria, and South Africa; please see
descriptive statistics in Annex I), and extensive comparative data on the adoption of over 100 policies
conducive to MSME ecommerce in 10 major policy areas in 12 African countries. Note that the survey
data are collected via an online survey and the sample thus inherently consists of, and to some extent
overrepresents, firms that have some digital devices and capabilities. At the same time, respondents that
have some digital capabilities also have more insight into the workings of the digital economy than do
firms that do not use the Internet.

The top-10 stylized facts about the surveyed MSME sellers in Africa include:

I. THERE ARE FIVE ARCHETYPE AFRICAN MSMES ONLINE SELLERS

The survey data reveals five archetype MSME online sellers: (1) global marketplace sellers that use global
ecommerce marketplaces to sell as well as buy goods and services; (2) local and regional marketplace
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sellers that use African marketplaces; (3) sellers with their own online stores; (4) social sellers that use
primarily social media and messaging apps to market their goods and services and transact with
customers; and (5) offline sellers that do not use social media or online sales capabilities (Table 1). In
broad generalizations, the archetypes can be described as follows:

¢ Archetype A: Global marketplace sellers: Established, fast-growing larger MSMEs and large
B2B and B2C sellers that use global online marketplaces, derive more than 25 percent of their
revenue from ecommerce, and also derive at least 20 percent of their revenue from exports.
These firms are typically located in first-tier cities, see growing their ecommerce sales as a
priority, and are willing to invest in their ecommerce development.

e Archetype B: Local and regional marketplace sellers: Small to mid-size fast-growing B2C
sellers that have their own online stores, often derive 10-25 percent of their revenue from online
sales, and use domestic or regional marketplaces such as Jumia or Konga as well as social media.
These firms tend to see growing their ecommerce sales as a top priority and are willing to invest
in their ecommerce development. These firms are typically located in first- and second-tier cities.

e Archetype C: Sellers with own online stores: MSMEs that have their own online stores to
market their goods and services and transact online, and typically also use social media intensively.
These firms also tend to see investing on ecommerce capabilities as an important priority.

o Archetype D: Social sellers: Micro and small firms that market their goods and services on
social media such as Facebook and Instagram, may interact with their clients using VWhatsApp, but
typically close sales with cash. These firms see investing in ecommerce as important, but do not
necessarily prioritize it. These firms are present nation-wide, including in rural areas.

o Archetype E: Offline sellers: Micro and small firms in second- and third-tier cities and rural
areas that often provide services and do not see ecommerce or exporting as a priority.
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Table I: Archetype African MSME Sellers

Export and . Self-declared
Typical
. Typical sectors and . import Export . priority
Archetype Size . Located in Growth L. . . foreign ) L.
clients participation intensity investing in
markets
rates ecommerce
B2B IT and business
services, B2C
Global Typically Very strong: Medium-high;
o electronics, food . i . Other Africa, i
marketplace midsize and First-tier cities ~55% grow ~40% & =60% 10-25%; High
products, apparel, . . USA, China
seller large >10% p.a. diversified
accessories, machinery
and industrial products
Local and B2C and B2B food .
First- and UK, Europe,
regional Small to products, electronics, Strong: ~45% Medium-low:
second-tier ~25% & >65% USA, other Very high
marketplace midsize apparel, accessories, N grow >10% p.a. 1-25% i
cities Africa
seller footwear IT services
B2C and B2B IT . .
First- and Other Africa,
Sell through Micro and services, electronics, . Medium: ~35% Medium-low: i
second-tier ~25% & >60% USA, some High
online store small food products, apparel, . grow >10% p.a. 1-25%
cities Europe
accessories
Primarily B2C IT
i i First, second-
services, electronics,
. . and third-tier Medium: ~33% Medium-low: Other Africa, i i
Social seller Micro food products, apparel, ~20% & =>50% Medium-high
. . cities, ~10% in grow >10% p.a. 1-25% some USA
accessories, machinery
rural areas
and industrial products
i First, second-
B2C services,
Offline and third-tier Slow: ~23% Europe,
Micro agricultural and food ~15% & ~40% Low: <10% Low
seller cities, ~10% in grow >10% p.a. some USA

products
rural areas

These groups are not exclusive: except for offline sellers, several firms with their own online stores use
social media as well, and most regional and global marketplaces sellers often have their own online
stores (Figure 3).
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Figure 3: Overlap among Surveyed African Archetype MSME Sellers
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In short, MSMEs in Africa vary significantly in their use of ecommerce and interest in building their
ecommerce capabilities. These data are of course an “X-Ray” while the reality is dynamic — for example,
firms in Archetype C are often on their way to becoming Bs and As. This report seeks to identify
policies and programs that enable MSMEs to move up this “ecommerce value chain”, grow, and create
new jobs.

2. MOST AFRICAN MSMES ARE SOCIAL SELLERS, BUT MANY URBAN MID-SIZE
AND LARGE FIRMS ARE ONBOARDING ONTO REGIONAL AND GLOBAL
ONLINE MARKETPLACES

As in surveys in other regions, firm size and location arbitrate firms’ propensity to sell online and on
marketplaces: rural microenterprises are far less likely to sell on global marketplaces than mid-size and
large urban enterprises (Figure 4). Rural firms in Africa as less likely than urban firms to buy or sell
online, likely because of more limited access to Internet connections and robust financial, logistics, and
digital services (Figure 5).

Most African MSMEs “sell” online by marketing their goods and services on social media (i.e., Facebook
and Instagram) or on classifieds (i.e., OLX or Jiji in Nigeria), and interact with the customer on
WhatsApp to close the sale (Figure 6). Only a fifth of micro enterprises report selling on their own
online store, |6 percent use Jumia, and fewer than 3 percent report using eBay. Some firms also use
local marketplaces like Konga (Nigeria), and Takealot and Bidorbuy (South Africa). Overall, mid-size and
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large firms are likelier to have online stores and use global and regional marketplaces such as like eBay
and Amazon for goods and Upwork and Freelancer for services: they have the staff capabilities and
ability cover the fixed costs of setting up on marketplaces and managing their online stores and
customers.

Figure 4: % of Surveyed African Firms’ Online Sales Activity, by Firm Size
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Figure 5: Surveyed African Micro and Small Firms’ Online Sales Activity, by Firm Location
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Figure 6: % of Surveyed African Firms’ Primary Online Channel, by Firm Size
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AVERAGES FOR GOODS AND SERVICES SELLERS. REMAINING PLATFORMS DISPLAY PERCENTAGES OF GOODS SELLERS.

Global marketplace sellers also use online channels intensively: some 42 percent of them derive more
than 25 percent of their revenue for online sales and 14 percent derive over 50 percent of their revenue
from online sales (Figure 7). Meanwhile only a tenth of “purely” social sellers report generating more
than 25 percent of their sales online.
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Figure 7: % of Revenue Stemming from Online Sales, by Firms’ Online Sales Activity
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3. ONLINE SELLERS AND BUYERS ARE LIKELIER TO ENGAGE IN TRADE AND
OUTPERFORM

African firms that sell online are likelier to export and outperform offline and social sellers. Online
sellers are also almost twice as likely to export in every firm size category, online buyers are likelier to
import than firms that do not buy online, and firms that sell on global online marketplaces are especially
likely to engage in trade (Figure 8). Online seller-exporters are also likelier to export to many markets
and to extra-regional markets than offline sellers (Figure 9).
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Figure 8: % of Surveyed African Firms that Export, by Online Activity and Size

100%
90%
80%
70%

'g 60%

S 50%

40%

30%

20%

10%
0

% of firms that

R

100%
90%
80%
70%
60%
50%
40%
30%
20%

10%

0%

Offline seller Market on social  Buy online Sell viaown  Sell on local or  Sell on global
media online store regional marketplace
marketplaces

B Micro (0-10 employees) ® Small (1 1-50 employees)
Midsize (51-250 employees) Large (>250 employees)

Figure 9: Number of Export Markets, by Surveyed Firms’ Online Activity

Offline seller Market on social ~ Sell via own online  Sell on local or Sell on global
media store regional marketplaces
marketplaces

B0 markets B | market =2 markets 3 markets ™4 markets " 5 markets ' 6 or more markets

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity



Ecommerce use does not necessarily cause firms to export — the correlation between exporting and
ecommerce use may simply mean that existing exporters have self-selected into doing ecommerce.
However, a third of surveyed firms stated they have started to export as a result of starting to use
ecommerce, and about a quarter say they have diversified their export markets as a result of
ecommerce. More than 40 percent of micro and small firms and more than one-half of midsize and large
firms selling on global marketplaces report having started to export as a result of starting to use
ecommerce; same proportions of global marketplace sellers report having diversified their export
markets as a result of using ecommerce.

These findings are consistent with findings from many other surveys, including Nextrade Group surveys
in more than 50 markets around the world. Ecommerce enables MSME trade in part because it
essentially reduces the geographic distance that has for centuries curtailed visibility, trust, and trade
between buyers and sellers located far apart.8 Online stores and marketplaces’ customer reviews,
payment tools, and dispute settlement mechanisms give the buyer a sense of trust, the lubricant of trade
that previously took several repeated transactions between buyer and seller to build.

Global online marketplaces bring together hundreds of millions of buyers from around the world and
are a particularly powerful means for MSMEs to reach new markets. In the first USAID-supported
eTrade Alliance (2017-19), we found that over 95 percent of developing country firms using global
online marketplaces export and over 90 percent of them export to 10 or more markets and derive over
90 percent of their revenue from exports.? These patterns are dramatically different from traditional
patterns of firm internationalization where fewer than 10 percent of firms in any one country export
and if they do, they typically export to only |-3 markets. These patterns are not accidental: developing
country firms use global online marketplaces in order to expand their markets and reach the hundreds of
millions of foreign buyers that use these marketplaces. In addition, by streamlining the provision of
trade-related services such as logistics and compliance, the Internet and digitization help reduce firms’
trade costs — the costs of moving a good or service from seller to buyer.!0

Online sellers also outperform their peers: over 50 percent of them grew 10 percent or faster in 2019,
as opposed to only 30 percent of offline sellers that grew as fast (Figure 10). These findings echo familiar
patterns in international trade: larger and more productive firms self-select into exporting and tend to
grow further as a result of exporting. It appears that here too, especially larger and more urban African
MSMEs have entered into a virtuous cycle of selling online, growing and diversifying their exports, and
growing their businesses.
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Figure 10: Surveyed African Firms’ Growth of in 2018-19, by Online Activity
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4. THERE ARE NO MEANINGFUL DIFFERENCES BETWEEN WOMEN- AND MEN-
LED FIRMS IN THE USE OF ECOMMERCE OR ONLINE PERFORMANCE

About 70 percent of firms in the sample have a male CEO; this simply reflects the fact that more firms in
Africa are led by men than by women in general. However, the differences appear to stop there: there
are no meaningful differences between women- and men-led firms in the propensity to use ecommerce
or marketplaces, or in their export and growth performance, controlling for firm size (Figure 11).

This may suggest that ecommerce can be a great equalizer between men- and women-led firms, if only
more women-led firms could be brought to life and use it. After all, a number of studies suggest that
women face greater challenges than men to launch formal businesses and access technologies that would
enable them to get to a point where most of the surveyed firms find themselves — as more established
enterprises that already have access to technologies. The eTrade Alliance is currently exploring these
dynamics further, for example by expanding the concept of “women-led firm” to also include firms that
may be led by a man but have primarily female executive teams.
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Figure 1 1: % of Surveyed African Micro and Small Firms, by Online Sales Activity and
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5. AFRICAN MSME ONLINE SELLERS PERCEIVE STRONG GAINS FROM
ECOMMERCE, AND LOOK TO INVEST MORE IN THEIR ECOMMERCE
CAPABILITIES IN 2021

African MSMEs report significant gains from ecommerce use. Nearly one half of micro and small firms
have gained new domestic customers and a quarter of firms have secured new international customers
after setting out to sell online (Figure 12). Strong shares of MSMEs also report gains in cash flow,
revenue growth, and profitability. Larger firms further along in their ecommerce journey, report gains
across different areas. Online sellers appear to be imparting broader economic gains in their
communities: about a quarter of all firms have increased hiring due to ecommerce and about 30 percent
have contracted new services in their domestic markets.

One signal that African firms are gaining from ecommerce use is their willingness to invest in their
ecommerce businesses. Nearly one-half of firms of all sizes look to invest especially in better Internet
connections and digital marketing capabilities, and a third surveyed wants to invest in ecommerce
capabilities in 2021 (Figure 13). The COVID-19 crisis has only cemented this resolve as MSMEs’
customers and competitors have moved online (Figure 14).
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Figure 12: % of Surveyed African Firms that Indicate Benefits fromm Ecommerce Use
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Figure 13: Surveyed African Firms’ Top-3 Priority Investment Areas in 2021, by Firm Size
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Figure 14: Surveyed African Firms’ Interest in Investing in Ecommerce and Digital
Capabilities as a Result of COVID-19, by Firm Size
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6. ECOMMERCE TRANSACTIONS ARE DIGITIZING BUT CASH STILL
DOMINATES IN LOCAL TRANSACTIONS; EXPORT-DRIVEN ONLINE SELLERS
ACCEPT INTERNATIONAL PAYMENTS BY BANK WIRES, PAYPAL, AND
CREDIT CARDS

Cash is the most widely used method by which African MSMEs receive payments domestically, but local
sellers are also increasingly using mobile payments to transact with customers. Both marketplace and
social sellers use bank wires; these tend to be more prevalent in B2B transactions, though many B2B
sellers also get paid with cards, possibly for shipments that are paid in smaller successive tranches or for
inventory sold directly to consumers. In international transactions, both marketplace and social sellers
accept PayPal, bank wires, and credit cards as most common methods of payment; especially global
marketplace sellers receive payments through these channels (Figure 15). B2B exporters are particularly
likely to get paid with bank wires.

Figure 15: Top-2 Favored Methods of Receiving Payments among Surveyed African Firms,
by Export Participation and Online Sales Activity
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7. AFRICAN CONSUMERS ARE INCREASINGLY TURNING TO ECOMMERCE
AND BUYING EQUALLY FROM LOCAL AND GLOBAL MARKETPLACES,
OPENING GROWING OPPORTUNITIES FOR LOCAL MSMES

To get a sense of local markets for African MSMEs selling online, Nextrade Group ran a complementary,
indicative online survey of 447 African online shoppers on 25-26 August 2020. A majority, 53 percent, of
the surveyed consumers across income categories indicated they are buying more online today than two
years ago and 27 percent (including shoppers in low-income categories) indicated to be buying at least
twice as much online as two years ago. Consumers buy online for the same reasons consumers globally
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buy online: it is more convenient and saves time, there is more selection online, and because they can
pay digitally which according to almost one-half of shoppers facilitates transactions a great deal. Only 27
percent said their top reason for buying online was being forced to, due to COVID-I9.

While consumers do buy from overseas marketplaces and markets — first and foremost China and the
United States — majorities stated they are buying on Jumia and from local social sellers (Figure 16).
Significant shares also indicated they are pleased with the products and performance of local sellers
when compared to international sellers (Figure 17). Most consumers had never experienced fraud online
when dealing with local or international sellers, and most had rather positive views about local sellers.

The consumer survey also reveals great deal of interest among African shoppers to not only buy but
also to sell online (Figure 18). This is promising as selling online could help ordinary Africans supplement
their incomes by selling goods like used books, apparel, handicraft, and furniture; promoting C2C
commerce, digital transactions, and the circular economy; and perhaps propelling some Africans to
become formal, full-time online sellers with their own businesses. In advanced markets, sellers on
marketplaces like Etsy or eBay have often started out as “makers” who sell their crafts and other
products alongside their day jobs, and, upon discovering demand for their products, turn into full-time
sellers.

Figure 16: Surveyed African Consumers’ Preferred Purchase Channels, by Income Level
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Figure 17: Surveyed African Consumers’ Perception about Local Sellers
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Figure 18: Surveyed African Consumers’ Interest in Selling Online
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8. AFRICAN MSMES, ESPECIALLY SMALL OFFLINE SELLERS, STILL FACE
SIGNIFICANT CHALLENGES TO DOING ECOMMERCE

African firms report a range of challenges to engaging in ecommerce. The main challenges for sellers of
all sizes relate to access to finance, logistics, and Internet connectivity (Figure 19); the challenges are
more pressing for micro enterprises and in rural areas where transport networks, logistics, IT, and
financial services are scarcer (Figure 20).

Figure 19: Surveyed African MSMEs Rating Key Elements in Their Countries’ Enabling
Environments (I = extremely poor, significantly limits our ecommerce business; 10 =
excellent, facilitates out ecommerce business), by Firm Size
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Figure 20: Surveyed African MSMEs Rating Key Elements in Their Countries’ Enabling
Environments (I = extremely poor, significantly limits our ecommerce business; 10 =
excellent, facilitates out ecommerce business), by Firm Size, Online Sales Activity and
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Online sellers of all sizes report challenges in cementing their online presence, dealing with customs
procedures and international delivery costs, paying domestic taxes, and accessing financing for working
capital and for digital transformation (such as investing in digitizing inventory management) (Figure 21).
These observations are echoed by discussions with marketplaces in Africa, which suggest that online
sellers often underestimate the working capital needs to fulfill orders they receive online, and that their
subsequent challenges to access financing undermine their ability to fulfill orders and thus their
reputation with customers and marketplaces they sell on.

For purely social sellers that do not yet have their own online stores and typically do not export, the
leading challenges are similar — only these firms also encounter challenges that marketplace sellers have
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already overcome to an extent, such as setting up on online marketplaces. Social sellers also worry
about competition from foreign sellers; in contrast, marketplace sellers have already overcome these
concerns, perhaps because they are more competitive firms or because they have more exposure to
opportunities for local firms in the African ecommerce market.

Figure 21: % of Surveyed African Firms Citing Areas in the Enabling Environment for
Ecommerce as ‘““Huge Challenge” or “One of the Main Challenges” for Growing their
Ecommerce Business, by Firm Size

Total international delivery costs

Customs procedures in foreign markets

Maintain our online store
Access to seed or growth capital for digital transformation

Compete for talent for ecommerce
Cybersecurity concerns
Manage our store on a marketplace

Access to working capital to better process and fulfill orders
Consumer buys from foreign markets
Copyright concerns

Domestic taxes

Do digital marketing

Get a quality internet connection
Last-mile delivery

Receive international payments

Total domestic delivery costs

Customs procedures for inbound trade
Compliance with data privacy rules
Consumer does not want to buy online
Get computers and other hardware

Manage customer interactions and after-sale
Quality of postal services
Access to computers and hardware

Paying for digital services
Pay for internet connection

Compliance with consumer protection rules

Receive domestic payments

0% 20% 40% 60% 80%
® Micro and small (0-50 employees) Midsize and large (>51 employees)

Rural last-mile delivery in particular is still challenging for MSMEs with delays at the border and long
delivery times being the main culprit. In the consumer survey, 30 percent of online shoppers report
waiting 25 days or more for items from abroad and over half reports waiting over two weeks — while a
majority received their domestic shipment within a week, often within days (Figure 22).
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Figure 22: % of Surveyed African Consumers Reporting Their Experiences with Typical
Delivery Times in Domestic and International Ecommerce Delivery
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9. THE CHALLENGES ARE SIMILAR ACROSS COUNTRIES, POINTING TO A
COMMON REGIONAL AGENDA ON TRADE FACILITATION, LOGISTICS
IMPROVEMENTS, AND MSME FINANCE

The challenges reported by MSMEs are similar in each surveyed country, pointing to the importance of
common regional ecommerce agenda. Common institutions such as AUC and African Development
Bank can also usefully provide regional digital public goods that benefit every country when supplied

regionally, such as a fund for MSME digital transformation and common cybersecurity measures and
technologies (Table 2).
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Table 2: Surveyed African Firms’ Priority Challenges in the Enabling Environment for
Ecommerce, by Online Sales Activity and Country (I = greatest challenge; 22 = least
challenging)

Social sellers Global and local marketplace sellers

All South All South
countries

Kenya Nigeria

Africa countries Africa

International delivery costs

Customs procedures in foreign
markets

Maintain our online store

Compete for talent for ecommerce

Access to seed or growth capital
for digital transformation

Manage our store on a
marketplace

Cybersecurity concerns

Access to working capital

Consumer buys from foreign
sellers

Copyright concerns

~
()]

Do digital marketing 12

N
o
=
I
~
N
~
[
w

Get a quality internet connection 13 18 9

Last-mile delivery to customer 14 14 14

Receive international payments 15 17 11 19 19 14 18

Total domestic delivery costs 16 13 18 16 15 20 15

15
©)
13
12
il;tkoerps procedures in our own 17 15 17 - 1% 14 17 12
12
18
N
19

Data privacy rules 18 19 20 18 22 13 24

Get computers and other hardware 19 21 16 26 25 27 19

Manage customer interactions and

21 18 21 10
after-sale

Quality of postal services 21 22 25) il 20 12 26

Pay for internet connection 22 26 19 25) 24 25) 7

Top-5 Top-10
challenge challenge

Top-15 Top-22
challenge challenge

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity 28



10. TO GROW THEIR ECOMMERCE BUSINESSES, AFRICAN MSMES WANT
BETTER DIGITAL MARKETING CAPABILITIES, INTERNET AND FINANCE

African firms want better digital capabilities and financing to grow their online sales. Most micro and
small firms that already sell on online marketplaces and export see these needs as especially urgent —
likely because they perceive growth opportunities in ecommerce and want to tap them (Figure 23).
Firms that do not sell on marketplaces or export express as top-3 needs capacity especially in digital
marketing, presence on marketplaces, and access to finance and talent.

Figure 23: % of Surveyed African Firms Identifying an Area as “Top-3 Need” to Grow their
Ecommerce Business, by Firm Size and Online Sales Activity
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How are African governments supporting MSMEs in acquiring the capabilities for ecommerce, and what
else can be done? The next section discusses policy and technology solutions.
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IIl. STATE OF POLICIES CONDUCIVE TO MSME
ECOMMEREC IN AFRICA

Digitized African MSME are gaining from ecommerce and ready to invest in building their online sales
capabilities. African governments too are keenly aware of the opportunities ecommerce offers to firms
and consumers, and are working to put in place policies that enable ecommerce in their economies and
across borders. In this work, they have a number of opportunities, such as:

¢ Rapidly growing penetration of mobile phones and payments;

¢ Increasingly robust and diverse regional ecommerce ecosystems, such as ecommerce
marketplaces, delivery companies, mobile payments, Fintechs and IT services;

e Growing product innovation in ecommerce markets, especially to enable small sellers to start
online;

® Young, digitally savvy workforces to work in ecommerce sectors;
o Growth of and public and private sector support for innovation and digital entrepreneurship; and

e Growth of venture financing and foreign investments in the ecommerce sector, including in
various ecommerce logistics startups and Fintechs.

However, MSME survey data show that there is still work to be done to unlock the benefits of
ecommerce in such areas as customs procedures, logistics, access to finance, and MSMEs’ skills and
capabilities for ecommerce. Where are African governments in adopting of pro-ecommerce policies?

A. ADOPTION OF PRO-MSME ECOMMERCE POLICIES IN AFRICA: WHERE
ARE WE?

Success in ecommerce development implies new online sellers and great online sales volumes.
Conceptually, there are two main success drivers. The first is a firm’s own digital transformation and
evolution into global online seller (Figure 24). Another success driver is digital transformation of each
sales cycle a firm performs, from acquiring a customer to fulfilling the order and performing after-sale
service (Figure 25). Both of these drivers are enabled by a policy environment and an ecommerce
ecosystem. Empirically, most African countries still lag peer economies and advanced nations in the
digital transformation of firms and robustness of ecommerce ecosystems, as measured by the Alliance’s
Best Place for MSME Ecommerce-Index (Figure 26; see Annex Il for variables).
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Figure 24: Online Seller Types and Journeys
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Figure 25: Digitizing African MSMEs’ Sales and Trade Cycle, Selected Steps and Private
and Public Technology Approaches
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Figure 26: Firms’ Digital Transformation and Enabling Environment for MSME
Ecommerce, Selected Economies
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How do African countries compare to peers economies in adopting policies conducive to MSMEs’ digital
transformation and ecommerce ecosystems? Some answers are provided by the Alliance’s MSME
Ecommerce and Digital Economy Index developed by Nextrade Group that maps the adoption of over
100 policies in 10 major policy domains that shape ecommerce development in 52 countries, of which
12 are in Africa (see Annex lll for the areas mapped).!' We identified the following patterns:

e The analyzed Sub-Saharan African countries have adopted about 25-45 percent of the
mapped pro-ecommerce ecommerce policies and practices (Figure 27). Most mapped
African countries have adopted basic policies for digital infrastructures, digital transactions (such
as digital signatures laws), online payments, and MSME finance instruments such as loan guarantees
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and direct loans. In Northern Africa, Morocco does better at 65 percent adoption; most of the
mapped advanced Asian, North American and European economies are at 80-90 percent.

African countries have accelerated their adoption of policies conducive to MSME
ecommerce in the past few years. Compared to the first eTrade Alliance’s mapping in 2018,
particularly South Africa, Nigeria, and Mozambique have made considerable progress in adopting
good policies and practices, including in areas like ecommerce logistics and SME financing solutions
(figure 28). Many African countries have also in the past few years put in place data privacy and
transfer laws.

Policy adoption and implementation are still more limited on digital regulations such
as safe harbors for internet intermediaries, online dispute resolution, many essential trade
facilitation commitments, and policies that encourage financial innovations such as Fintech and
equity crowdfunding laws.
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Figure 27: Draft MSME Ecommerce and Digital Policy Index 2020-21 (maximum: 75)
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Figure 28: MSME Ecommerce Policy Index 2018 and 2020 (countries and policy areas
mapped in 2018 only)
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IV. POLICY AND TECHNOLOGY SOLUTIONS TO
PROMOTE AFRICAN MSMES’ ECOMMERCE

What can African governments do to best respond to MSMEs’ pain points in ecommerce and to
leverage global good ecommerce policies and practices? The following discussion addresses these
questions, with the aim of contributing to African governments’ ongoing ecommerce development work.
We focus on four enablers of MSME ecommerce — trade facilitation and logistics, MSME finance, MSME
digital transformation, and cross-border payments — and propose in each area:

e Vision, goals, and KPIs in each of these areas for 2022-2025; and

¢ National and regional policy, technology, and public-private partnership solutions to attain these
goals; and

e Cross-cutting policies that support all enablers (Table 3).

The overarching goal is to both accelerate African MSMEs’ use of ecommerce and the growth of MSMEs’
online sales, especially across borders. The envisioned solutions are based on the following principles:

¢ Firm-centric and demand-driven solutions. Solutions discussed here are aimed at building
firms’ capacity for ecommerce and solving MSMEs’ priority pain points to growing their online
sales.

¢ Mass-customized solutions. The perennial tension in building MSME capacity to engage in
ecommerce and export is between scalability and customization: how to offer solutions to many
firms, each with distinct needs, priorities, and constraints. Policy and especially technology can
enable mass-customized and localized solutions.

¢ Building on what exists. MSME ecommerce development is not a new endeavor; it means
adjusting MSME export promotion, finance, trade facilitation, and other policy areas African
governments have worked on for years, to enable firms in digital trade.

e Aimed at an interoperable and vibrant ecommerce ecosystem. We might say it takes a
village — a virtual village — of private and public service providers to build ecommerce sellers. The
key to vibrant ecommerce ecosystems is interoperability among players, enabled by access to such
connecting technologies as blockchain, open platforms, and open APIs.

¢ Riding on the power of global networks. The 2Ist century is an era of virtual global
networks — social media networks, ecommerce marketplaces, cross-border payments networks,
and peer-to-peer lending networks, among others. These “open loop” networks are multilateral
and dense, with hundreds of millions of nodes and billions of interactions and transactions among
them, and billions of new potential connections. Policies need to enable African MSMEs to be able
to readily leverage these networks for new online customers, world-class services, and secure
cross-border transactions.

¢ Promoting regional digital integration and provision of regional digital public goods.
The power of ecommerce is that it enables even small firms access to suppliers and customers in
foreign markets. Cross-border ecommerce within Africa is still limited — and as such, has huge
potential for growth. The African Union Commission is working toward a regional ecommerce
strategy. The solutions here are aimed to support that strategy and propose actions that:

o Facilitate cross-border ecommerce transactions, such as logistics and cross-
border payments and logistics;
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o Promote cross-border ecommerce, such as build MSMEs’ capacity for cross-border
ecommerce and promote cross-border online purchases;

o Fuel regional digital integration, such as enabling compatible digital regulations for
MSMEs to apply similar rules when transacting across countries; and

o Promote the provision of regional public goods — whose value grows the more
countries join in the provisions, such as continental digital identity solutions and loan
guarantees for MSMEs doing digital transformation (Table 4).
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Table 3: African MSMESs’ Pain Points in Ecommmerce and Policy and Technology Solutions

Enablers MSMEs’ pain points

* Slow and arcane customs
procedures

* High total cost of delivery
to foreign customers

.. * Elevated cost of hinterland
Logistics . .
rural last-mile delivery
* Poor addresses and cash
payments raising delivery
times and inefficiencies in
the “final 50 feet”

* Frequent cash flow
constraints

* Access to fast-disbursing
working capital loans to
fulfill orders

* Access to long-term
funding for digital
transformation projects

Finance

* Limited ecommerce and
digital marketing
capabilities

* Use local and global
marketplaces

* Management of outbound

international shipments

E-skills

* Prevalence of cash

* Limited interoperability in

cross-border B2C
payments

* Costly cross-border B2C

A and B2B payments

* Frictions in B2B payments

in logistics value chains

Examples of goals

* Domestic delivery for a
median shipment in a day
within first-tier cities, 2
days to second-and third-
tier cities, 3 days to rural
areas by 2022

* Cross-border inbound
delivery times lowered by
25% by 2022 and 50% by
2025

* Customs clearance times
for imports lowered by
50% in 2025

* Any MSME can use mobile
phone to access a loan in 120
minutes by 2025

* >20% of MSMEs that seek
funding for digital
transformation projects
secure it by 2025

* Interoperable regional
financial ecosystem by 2025

* Increasing the share of
MSMEs with online stores
to 50% by 2025

* Increasing the share of
MSMEs that use global
marketplaces 25% in 2025

* Doubling current MSMEs
online sellers’ ecommerce
sales by 2023

* Digital payments in 20% of

transactions in Africa by 2022
and 35% in 2025

* Cross-border payments

available to 50% of African
mobile payment users by 2025

* Cross-border payment fees

cut to global average by 2025

Solutions - Domestic

* Accelerate TFA implementation

* Simplify border clearance for low-value
items above de minimis thresholds

* Promote digitization of trade documents and
Al and blockchain for customs risk
management and automation

* Adopt digital addresses for last-mile delivery

* Promote warehouse 4.0 solutions and test-
beds for technology-driven delivery
solutions, working with cities

* “Smart Port” and “Smart Airport” pilots to
increase capacity and throughput

* Adopt FinTech and equity crowdfunding
laws

* Guarantee for Fintech-issued working
capital loans to online sellers

* Adopt of FinTech sandboxes
* Promote open banking and open finance

* Promote e-invoicing and procure-to-pay
solutions, including in B2G transactions

* Leverage public-private partnerships to
onboard MSMEs on marketplaces and
secure logistics, finance, digital marketing,
and payment services for ecommerce

* Provide mass-customized online capacity-
building for social sellers to build
capabilities to transact digitally

* Work with anchor firms to build MSME
suppliers’ ecommerce capabilities

* Promote digital capabilities and labor
market matching in workforce
development strategies

* Promote online dispute resolution (ODR)
systems for a scalable and quick resolution
on disputes in online transactions

* Advance regulations governing payment
providers that are calibrated to risk

* Promote biometric IDs and 3D Secure
standards for customer authentication for
small purchases

* Support open data transfer policies to
enable fraud-prevention in digital payments

Solutions - Regional

* Full liberalization of trade in goods

* Liberalize regional air and ground cargo
markets

“LogTech Academy” to promote companies’
adoption of warehousing and logistics
technology solutions

Create African “TradeTech Academy” for
governments to pilot disruptive technologies
in border clearance

* Consider regional logistics tech sandboxes,
for example for testing autonomous and
drone delivery regionally

Adopt a regional FinTech sandbox and
passporting

Pilot a regional credit guarantee to support
B2B online buyers’ access to financing to
make online purchases

Develop a regional Digital Transformation
Fund for online sellers’ digital transformation
projects

“African 360° eBusiness Academy” to
enable MSMEs access holistic capabilities
for running a global online business

* “Ecommerce Executive Education”
program for leaders of established MSMEs
to develop ecommerce capabilities and
learn from peers across the region

Regional “RegTech” solution to enable
MSMEs to access market access data for all
products and markets and automate trade
compliance

African E-Business Code of Conduct and
regional eTrust Mark

Interoperable cross-border mobile
payments with ISO 20222, standardized
QR codes, APIs

Promote digitized invoicing and automated
payments using smart contracts among
players moving B2B ecommerce cargo
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Table 4: Cross-Cutting Policies to Enable African MSMEs’ Ecommerce

Digital
integration

* Ensure compatible and flexible
national digital regulations for
MSMEs to apply similar rules when
transacting across Africa.

* Promote regional Digital
Dialogues among public and
private sectors to assess how
digital and other regulations are
impacting ecommerce in Africa
and discuss best global digital
regulatory practices, including
emerging models in regional trade
agreements.

Promote permanent regional
dialogues and information sharing
among specific national regulators
(e.g. consumer protection
agencies) to discuss and align
regulatory approaches.

* Develop common measurements
of ecommerce flows and use, for
tracking Africa’s ecommerce
development and regional digital
integration.

Access to
data

* Consider a data transfer regime
such as APEC Cross Border
Privacy Rules (CBPR) system to
enable orderly cross-border data
transfers, while respecting
national data privacy laws in that
are in place

Consider Executive Agreements
(as between U.S. and UK) to
promote orderly access to data
for law enforcement purposes.

Promote public-private dialogues
on emerging privacy-preserving
technologies such as encryption
and confidential computing, and
their implications on regulating
data.

MSME Digital ID

* Promote decentralized
self-sovereign regional
Corporate Digital ID
identity solutions for
MSMEs to be authenticated
and verified by service
providers and customers.

The following sections discuss policy proposals in detail.

Cybersecurity

* Adopt cybersecurity laws and .
Computer Emergency
Response Teams (where not
yet in place).

* Support and subsidize
MSMEs’ cybersecurity
training and technology
purchases.

* Partner with technology
companies and VCs to
develop cybersecurity
solutions tailored to MSMEs.

Business
formalization

One-stop shop fully online
business registration (where
not implemented yet).

Carrots and sticks
approaches — tax holidays
and fee exemptions coupled
with inspections.

Promote Africa eTrust Mark
among formal companies.

A. IMPROVING THE ENABLERS OF MSME ECOMMERCE: LOGISTICS,
FINANCE, DIGITAL CAPABILITIES, PAYMENTS

Efficient logistics and customs procedures are critical for MSMEs’ participation in cross-border
ecommerce, from enabling them to import inputs for production to delivering products to customers. In

Africa, arcane border processes and inefficient logistics are the leading barrier for MSMEs and

consumers to engage in ecommerce. In our survey, MSMEs indicated they struggle with the costs of
cross-border shipping and last-mile delivery, especially in rural areas, and are frustrated with slow

customs clearance and burdensome, often redundant paperwork.

These findings are of course not new. Most African countries are at the bottom half of leading indices
measuring trade facilitation, such as the Logistics Performance Index, the Ease of Doing Business indices
related to trade, and Enterprise Surveys indicators on customs clearance times. The cost of
transportation in Africa constitutes by some estimates 50-75 percent of the retail price of goods, three
times higher than in developed economies. One reason for high transport costs is that time is money in
trade: one day’s delay in transit is equivalent to 1.5 percent additional tariff and up to 6 percent for time-

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity 40



sensitive goods.!2 The costs in turn mean that cross-border ecommerce is primarily accessible to firms
that have high-margin products and/or price-insensitive buyers able to absorb the logistics costs. The
reasons behind delays and inefficiencies are well-known and include:

e Paper-based, outdated border procedures, especially when importing goods into their
countries or exporting to other African countries. On average, African economies have achieved
only 46 percent adoption of paperless trade commitments (such as e-payment of customs duties
or electronic submission of customs declarations) and 25 percent in cross-border paperless
trade measures (such as electronic exchange of certificates of origin), versus over 75 percent
and 54 percent, respectively, in advanced nations.!3 Most African countries are signatories to the
World Trade Organization (WTQO) Trade Facilitation Agreement (TFA) that commits
signatories to digitize documents and processes and streamline border clearance, but most sub-
Saharan African countries are only in early phases of implementation and have not put in place
such measures key to fast border clearance of items bought online, such as risk management,
pre-arrival processes, e-payment of customs duties, and separation of release from final
determination of customs duties, taxes, fees and charges.

e Lack of interoperability is a major challenge to border agencies in Africa and
beyond. Even in countries with an electronic single window, border agencies still often operate
within their own silos, which limits every agency’s traceability of shipments. Border agencies in
single windows can interoperate poorly, with limited data sharing and coordination of actions
such as risk management and inspections. Interoperability among African countries’ customs
agencies is also limited, impeding agencies’ ability to trace goods to their origin and perform pre-
clearance of goods even before they arrive.

¢ Limited road and port infrastructure. Some 43 percent of all Africans and 35 percent of
Africans in the poorest countries have access to an all-seasons road, far below global average of
69 percent.!4 Urban areas are often fragmented and sprawling without connective infrastructure
— the share of paved roads of urban infrastructure is low and drops off abruptly.!'s Traffic in
major cities is very heavy. Ports too underperform: the turnaround times in African seaports are
among the slowest in the world.'®

e Lack of precise addresses. Lack of addresses in African cities and rural areas cause delays,
high variability in delivery times, and lower delivery time accuracy, which translate into higher
per-delivery costs and poor user experience. For example, Jumia makes 30,000 deliveries every
day in each major African city; for any one driver, one-half or 15 out of 30 daily deliveries can go
undelivered due to challenges in finding the customer and have to be taken out again the next
day, resulting in massive duplication of effort.!” Inefficiencies caused by lack of addresses have
reportedly caused major ecommerce platforms to divest from or not enter into certain African
countries.!'8

e Low drop density in shipping. The demand and supply of items to be delivered is still low
especially in rural areas, which raises the unit cost of any one shipment. After all, a delivery
company’s scale economies are much greater if they can deliver, say, ten parcels in an hour to
one urban neighborhood than when they deliver two parcels over a trip of five hours to a
remote rural area. This limited “drop density” especially in more remote areas arrests
economies of scale and is a key cost-driver in first and last mile delivery and in cross-border
B2C and B2B shipments especially within smaller economies.
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e Limited utilization of technologies in logistics. Limited scale economies can be overcome
with cargo consolidation techniques; similarly, digital booking solutions as well as use of
blockchain can accelerate delivery, reduce empty backhaul, harness potential transport assets,
and enhance interoperability among various logistics services in multimodal systems. Africa’s
inland logistics markets in general are diverse, composed perhaps of a few larger formal
operators and great many small and often informal one truck-one driver companies, freelancers
on a motorbike, as well as bus companies, posts, media houses and security companies. Most of
these players are still informal and technology-poor. The efficiency of the first and last mile
delivery is in sub-Saharan Africa the lowest in the world and less than one-half of that in

advanced markets.

e Market structures that may skew competition. While in principle there is a diverse supply
of logistics services in African markets, there are both private arrangements among providers
and policy barriers that undermine competition and market forces. Air cargo markets are not

yet fully liberalized.

Figure 29 summarizes comparative data on Africa’s border processes key to ecommerce, logistics
efficiency and quality; Figure 30 summarizes trade facilitation and paperless trade implementation.

Figure 29: Logistics Performance Index
(max. I5)

North America I
Europe & Central Asia

East Asia & Pacific

Latin America & Caribbean

|
|
Middle East & North Africa IR
|
South Asia NG

[ |

Sub-Saharan Africa

o
N
N
o
[«
=)
o

B Ease of arranging competitively priced shipments
B Ability to track and trace consignments
Quality of trade and transport-related infrastructure

Source: World Bank Logistics Performance Index.

Figure 30: Paperless Trade Index (max. 4)

North America

Europe & Central Asia
Latin America & Caribbean
East Asia & Pacific

Middle East & North Africa

South Asia

Sub-Saharan Africa

o

| 2 3 4
B Paperless trade B Crossborder paperless trade

Formalities Transparency

Source: UN Global Survey on Trade Facilitation
and Paperless Trade Implementation

To be sure, there is a tremendous amount of positive work and investment on the way in each of these
areas. For example, companies like Sendy, Kwik, Parcelninja, uAfrica, and Africa Logistics Properties are
using first-rate technologies to streamline ecommerce fulfillment and warehousing. Postal services have
embraced ecommerce — for example, Ghana Post has launched a digital addressing system and a
designated ecommerce delivery fleet, while Egypt Post transformed its Consolidation Hub at Cairo
airport in 2019 into a technology-driven ecommerce logistics center. In addition, 28 African countries
have agreed on the Single African Air Transport Market (SAATM) project as part of the African Union
Agenda 2063, which aims to liberalize and create a single market for civil aviation in Africa.!” What then
are the best ways to build on these and many other advances, to improve ecommerce logistics further?

Here are some suggestions:
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e Domestic delivery for median shipments in one day within first-tier cities (overnight), in two days
from first-tier to second- and third-tier cities, and three days from first-tier cities to rural areas by
2023.

o Cross-border inbound delivery times lowered by 25 percent by 2023 and 50 percent by 2025, so
that the median parcel moves from foreign seller to a domestic buyer in less than two weeks, as
opposed to over 25 days today.

e Customs clearance times for imports lowered by 50 percent in 2025 — in sub-Saharan Africa
countries, this means coming to the level of Slovenia in the Enterprise Surveys; for Northern
African countries like Egypt and Morocco, this means coming to the level of Poland.

I. FINALIZE TFA IMPLEMENTATION

One key to attaining these targets is African countries’ full implementation of TFA commitments in areas
critical to ecommerce, such as (1) pre-arrival processing and pre-clearance of goods; (2) electronic
submission of air cargo manifests; (3) risk management; (4) separation of border release from final
determination of customs duties, taxes, fees and charges; (5) expedited shipment; (6) e-payment of
customs duties and fees; and (7) digital single windows. A vast literature shows that digitization of paper
and border processes significantly shorten border clearance times and mitigate corruption in customs.20
In addition, TFA implementation would help bring African countries to a par with the standards applied
among the world’s border agencies, which further enables multi-country delivery services to operate
with predictability and transparency and lower costs to shippers.

During COVID, these provisions have been critically important to facilitate trade in countries that have
implemented them. Where they have not been implemented, , paper-based processes and lack of
standardization decelerated the clearance of critical shipments.2!

2. FREE TRADE IN AFCFTA MARKETS, WHILE SIMPLIFYING DUTY COLLECTION FOR LOWV-
VALUE ITEMS FROM EXTRA-REGIONAL MARKETS

The less time and money MSMEs have to spend at borders, the more cross-border ecommerce there
will be. Under the AfCFTA, intra-African trade should be free of duty. With extra-regional partners with
which African economies do not have free trade agreements, the simplest solution to reduce time and
cost in border clearance is to increase duty-free thresholds for entry.22 For low value items above de
minimis thresholds, African economies can apply a simplified process and a flat rate or “buckets” as
applied by Canada (Case ).

Case |: Facilitating trade for low-value items above de minimis thresholds
Africa can further facilitate inbound ecommerce from extra-regional markets of low-cost items that are

above de minimis thresholds but are still low value, such as below $2,500.22 The Global Express
Association has recently proposed some options for countries to facilitate ecommerce:
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Option |I: Combined flat rate

Some countries have chosen to implement a flat-rate import charge, set at a reasonable level, that
replaces all duties and taxes. This has the benefit of simplicity and predictability. Information on the rate
can be provided through an API (Application Programming Interface), making collection at origin from
the foreign vendor very easy (Figure Option ).

OPTION 1 - SIMPLIFICATION
THROUGH A FLAT RATE

REMITS DUTY / TAX
PERIODICALLY"

s » % Border # » & &

PAYS PRICE + FLAT RATE

SELLER . P BUYER

GOODS

SOURCE: GLOBAL EXPRESS ASSOCIATION 2020.
Option 2: Simplified classification of products

Another method to do so is for all African countries to adopt simplified classification and duty rate
system applied in Canada.2* Under the scheme, shipments below 500 Canadian dollars are grouped in
three “buckets” that collectively contain the nearly 5,400 harmonized system codes used to classify
imports. Each bucket is assigned a rate depending on whether the goods imported enter under FTA
preferences (as below). The solution enables the foreign vendor to easily calculate the duties and offer
customers a landed cost at the point of sale (as there is no confusion which specific HS code it may be
under.) This also makes it easier for customs to forecast revenue (Figure Option 2).
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"Buckets" of simplified tariffs in Canadian General Harmonised System 2012 MFN Rate FTARate

BUCKET 1 - HS 982515100000
Bedding / Linen / Towels / Curtains / Clothing / Apparel (excluding religious & saris) 20% Free
Footwear & parts thereof (including skates) / Textiles

BUCKET 2 - HS 9825200000

Auto Parts (excluding engine / ignition) / Beauty aids / Cosmetics / Toiletries / Wax
Travel Sets / Bicycles / Tricycles / Brushes / Candy / Chocolate, Snack Foods / CD/
DVD’s (prerecorded music) / Ceramics / Cleaning / Polishing / Lubricating products /
Clock / Coffee / Tea Makers / Cookware / Kitchenware / Tableware / Golf Clubs / Balls /
Handbags / Wallets / Hats / Instruments for writing / drawing / painting / Jewelry 8% Free
(Finished/Imitation) / Leather & goods thereof / Luggage / Miscellaneous goods not
elsewhere specified / Musical Instruments (Guitars, Keyboards, Drums etc.) / Plastic
Articles, NES / Saris / Sports Equipment (excluding downhill skis / rackets / hockey
sticks / football) / Textile floor coverings / Tools, hand held (not powered) / Umbrellas /
Walking sticks / Whips / Crops

BUCKET 3 - HS 9825300000

Auto parts for engine / ignition / Bicycle parts / Cameras & parts / accessories thereof
CD / DVD’s (blanks / unrecorded) / Computers / Laptops & parts / accessories thereof
/ Downhill skis / Hockey sticks / Racquets / Football equipment / Electrical apparatus
(Switchers / Plugs / Sockets etc.) Exercise Bicycles / Stair climbers & parts thereof /
Eyewear (Sunglasses etc.) / Machinery parts, NES / Microscopes / Motorcycle parts Free Free
Musical Instrument parts & accessories / Novelty / Festive items / Phones - Tele / Cell
Head / Ear / Micro / Power tools (hand held) / Precious gems / metal findings / Printed
Matter (Printed art / Books / Brochures etc.) / Safety Headgear / Software / Toys /
Cards / Handicrafts / Hobby crafts / Video game consoles & Electronic games / Video /
Digital cameras / Watches & Watch / Clock parts & accessories

SOURCE: GLOBAL EXPRESS ASSOCIATION 2020.
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OPTION 2 - SIMPLIFIED DUTY COLLECTION
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SOURCE: GLOBAL EXPRESS ASSOCIATION 2020.

3. DIGITIZE AND AUTOMATE CUSTOMS CLEARANCE AND ENABLE INTEROPERABILITY
AMONG BORDER AGENCIES

Digitizing paper-based documents and processes is a starting point for traceability, predictability, and
automation in customs clearance. Emerging technologies such artificial intelligence — increasingly widely
used and piloted by countries such as Brazil, Jamaica, Japan, Korea, the Netherlands, and Singapore —
open important opportunities for risk management at scale and improving the accuracy of customs
declarations in inbound ecommerce shipments.2s Blockchain is similarly increasingly deployed by customs
agencies to secure and share data on shipments and solve for challenges of duplication of efforts, limited
traceability, and poor interoperability among border agencies. As an example, in Aril 2021, Egypt
announced it would start using blockchain to manage shipment data and trace shipments to their origin.

4. ADOPT DIGITAL ADDRESSES TO ACCELERATE LAST-MILE AND FINAL 50 FEET DELIVERY

The lack of national street address systems in most African countries is a major obstacle to efficient

ecommerce delivery. Highly targeted digital addresses have in pilots been found to reduce the time for
last-mile delivery more than 30 percent and the volatility of delivery times by 75 percent even in cities
that already have world-class addressing systems, resulting in cost-savings.2é There are both public and
private sector solutions. One open-source solution is Google Plus Codes addressing system that slices

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity 46



the world into a grid of trillions of 3m x 3m squares, each with its unique code, and that has been
adopted both to locate people in extremely crowded areas (such as dense residential areas in Kolkata,
India) and in very sparsely populated rural areas (such as Navajo Nation in the United States). A
governmental entity’s endorsement of digital addresses is vital to make them the de facto addressing
system.

5. ENABLE TEST-BEDS AND SANDBOXES FOR TECHNOLOGY-DRIVEN LAST-MILE
DELIVERY, WAREHOUSING, AND FULFILLMENT SOLUTIONS

The development of ecommerce markets tends to be highly correlated with the diffusion and
development of last-mile delivery solutions. One exciting approach promoted by African governments
such as Rwanda, Kenya, Malawi and South Africa is drone delivery, which, if scaled, could help (quite
literally!) overcome the problem of limited road infrastructure especially in the delivery of time-sensitive
items such as medicine to rural areas. Drones have in pilot projects lowered delivery times — though
also raising new concerns about privacy that will need to be dealt with.27 In general, African national and
local governments can work with the private sector and postal services to develop technology-enabled
logistics solutions and business models that are explicitly aimed at bypassing the continent’s road and
port infrastructure problems. For example, governments can mount test beds and “LogTech sandboxes”
with the private sector to test new delivery technologies.

6. PROMOTE MODERN WAREHOUSING AND DELIVERY SOLUTIONS WITH CITIES

City governments across Africa are increasingly facing the issues of many other cities around the world
— namely to accommodate the growing volumes of ecommerce warehousing and delivery in their cities.
At the same time, city governments are systematically considering ecommerce and ecommerce logistics
as an opportunity to enable MSMEs to grow, create logistics jobs, and attract online sellers. Many cities
from Sao Paulo to New York and Los Angeles have created policies and build new facilities to facilitate
ecommerce — for example by incentivizing nighttime deliveries to reduce daytime congestion, and
working with the private sector to open urban warehouse facilities and micro-warehouses underserved
parts of cities. Amid COVID-19, many cities have also accelerated the use of autonomous vehicles such
as drones, last-mile bots, and driverless vans to deliver groceries, medicine, and frozen goods. While
ecommerce is still a small share of African economies, it is growing — and city governments can learn
from experiences in other parts of the world to streamline delivery and work with local industry to
create ecommerce logistics and warehouse jobs in urban areas.

7. PROMOTE SMART AIRPORTS

The global smart ports revolution in maritime ports has been accompanied by a smart airport
revolution, which among other things can imply the use of digital data and blockchain Internet of Things
(loT) applications and other technologies to coordinate and monitor airport operations and assets. The
growth of ecommerce is highlighting the importance of improving airport operations, to accelerate plane
turnaround times, improving the quality and efficiency of cargo handling; and fostering air-surface links
and coordination between airports and land cargo operators. These types of measures are especially
important in African countries where airlines struggle under heavy taxes and regulations. Some African
airports have significantly modernized cargo handling capacities — one example is the buildout of Africa’s
largest modern cargo terminal in Addis Ababa for Ethiopian Airlines.28 There could be timely
opportunities for smart airport initiatives in African airports to accelerate throughput; use of technology
could also reduce the pressures to fund costly airport expansion projects.

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity 47



I. LIBERALIZE AFRICA’S AIR CARGO AND GROUND LOGISTICS SERVICES

Thanks to the growth of ecommerce pre-COVID, air cargo was gaining share from maritime trade as
the means of moving trade, and nearly one half of air cargo traveled in the belly space of passenger
planes. While COVID has drastically reduced passenger flights, cargo flights have continued operating,
and inland logistics have in most markets kept moving.2? Countries with the least disruptions have fully
liberalized, professional, and competitive air cargo and freight markets. The SAATM, if implemented
fully, promises to create new efficiencies in African air cargo and promote intra-African trade.30
Governments could also consider a Single African Freight Market to liberalize national road transport
markets, enable licensing and passage of transporters, and ideally also digitize border crossings and
processes. Such reforms have lowered and can further lower transport costs significantly within Africa
and promote regional integration.3! To ensure parcels move in the next crisis, governments should
exempt express delivery services from any transport restrictions.32

2, LOGTECH AND TRADETECH ACADEMIES FOR LEVERAGING TECHNOLOGY-DRIVEN
LOGISTICS SOLUTIONS

The boom in ecommerce amid COVID-19 is expected to lead to exponential growth in ecommerce
logistics demand globally in the next five years — for example to manage the rapid growth in the volume
and diversity of stock keeping units, and the pressures for fast delivery. In Africa, there are many
promising startups that service this demand already, but existing B2B and B2C delivery providers,
warehouse operators, fulfillment centers, and others also look to better service the demand for
ecommerce logistics. Major retailers and other large businesses that manage their own warehousing and
logistics need to accelerate their digital transformation by learning about emerging solutions and training
their staffs to apply them. In response, African countries could partner with technology firms to create a
LogTech Academy that helps businesses learn about and test warehousing and logistics technologies and
business models; supports the development of a digitally-savvy workforce for the logistics sector; and
funds promising digital transformation projects in the sector. An extension of the concept could be a
TradeTech Academy aimed to enable advanced African trade agencies to systematically develop
technology pilots, such as using Al and blockchain in automating risk assessment and clearance of
ecommerce shipments.

3. INTEROPERABLE CUSTOMS

Interoperability and digital data share among customs agencies in most parts of the world is very limited
— when interoperability would pre-empt duplication of efforts and help all countries trade goods to the
origin and perform pre-clearance of goods even before they arrive. As African customs and border
agencies digitize, they can learn about the important progress toward interoperability from Latin
America where Chile, Colombia, Costa Rica, Peru, and Mexico have successfully tested blockchain to
share Authorized Economic Operator data with each other; and Brazil, Argentina, Uruguay, and
Paraguay are piloting bCONNECT to further interoperability among their customs.33
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Limited access to capital is a key constraint for African MSMEs to engage in ecommerce. Online sellers
and buyers tend to encounter three types of financing constraints:

o Fast-disbursing working capital loans for supplies and labor to process and fulfill an order;

e Longer-term loans and equity solutions to finance digital transformation, such as create
omnichannel capabilities, supplier and customer relationship management systems, inventory
management systems, and so on; and

e Especially in B2B transactions, trade finance, such as supply chain finance or letters of credit, that
the importer will pay after receiving goods or services.

These challenges reflect African MSMEs’ long-standing financing gaps, estimated at over $330 billion.34
While strong majorities, often over 80 percent, of African MSMEs do have bank accounts, only a
fraction, typically fewer than 20 percent, have lines of credit and one-half lacks the capital needed to
grow.3s

Banks are unlikely to solve for MSME online sellers’ working capital needs in the short-run. Banks in
Africa as elsewhere are under increasing regulatory pressures, especially KYC/AML compliance, which
raises the fixed costs of due diligence and makes small loans uneconomical. Banks in Africa also have
particularly limited data on MSMEs and particularly great challenges to enforce loan contracts. In
addition, MSMEs in Africa have low liquidity and a high share of nonperforming loans. These challenges
translate into high collateral requirements that MSMEs are hard-pressed to meet. As a result, MSMEs
resort to internal funds, supplier credit, or, if accessible, credit cards to meet working capital needs.

The best and most scalable immediate opportunity to enable African MSMEs access to fast-disbursing
credit are Fintechs that are unencumbered by complex financial regulations surrounding banks, and
armed with data and technology to accelerate loan underwriting processes. Fintechs have proliferated in
Africa and some lend to MSMEs. As examples, Kenya’s 4G Capital uses data and algorithms to provide
unsecured working capital loans to MSMEs, and mobile loans between $20 and $500;3¢ Merchant Capital
helps South African MSMEs access working capital, underwriting loans based on MSMEs’ transactional
data; and Mastercard’s Kionect enables small kiosk owners in Nairobi to borrow to buy inventory from
wholesalers, using Musoni, a regional micro-finance provider.

These types of solutions are fitting for online sellers — which also have much better digital data on their
transactions they can share. In the United States, Fintechs lending to MSMEs have enabled rural and
unbanked MSMEs to secure financing gaps precisely this way.37 African governments are at different
stages of crafting financing regulations and encouraging practices that would help scale alternative
financing markets, such as Fintech laws, equity crowdfunding laws, regulatory sandboxes, and open
banking practices. In addition, formal online sellers will inherently generate digital data on their
transactions that could be better used by all players in the financial services ecosystem, including banks,
to accelerate loan underwriting.

African MSMEs also indicate needs for financing their digital transformation. Banks are unlikely to lend to
these projects — they require longer-term lenders and equity financing. Groundwork has been laid. A
growing number of African governments such as those of Nigeria, Rwanda, Kenya, Morocco and Ghana
offer such direct loans, even if not necessarily explicitly to firms’ digital transformation projects. Many
African governments also have guarantees and financing windows for women entrepreneurs, including
for digital business.
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e Online seller MSMEs can use their mobile phones to know if they qualify for a working capital loan
within 120 minutes by 2025.

o At least 20 percent of online seller MSMEs that seek long-term loans or equity funding for their
digital transformation projects to build their ecommerce capabilities secure it by 2025.

e “Open finance”: Stakeholders in the financial services ecosystem (banks, Fintechs, payment
providers) and ecommerce marketplaces can share data to facilitate the provision of financial
services to MSMEs.

I. FINTECH SANDBOXES AND PASSPORTING

African economies, like many around the world, are amid a FinTech boom. Many countries such as the
UK, Singapore, Australia, Mexico, and others are using regulatory sandboxes to allow FinTech
applications be tested for 12 to 24 months without subjecting them to usual financial regulatory
requirements; countries in Africa such as Kenya, Egypt, South Africa, and Rwanda, among others, have
adopted a sandbox and Nigeria and Ghana have issued plans for them. The South African Reserve Bank
(SARB) is part of the 29-member Global Financial Innovation Network (GFIN) global regulatory
sandbox.

2. PROMOTE E-LOAN GUARANTEE: GOVERNMENT GUARANTEES ON FINTECH-ISSUED
LOANS TO MSMES

Most government around the world, including in Africa, have sought to expand MSMEs’ access to finance
by offering guarantees on bank loans to MSMEs. Research suggests that government guarantees around
the world have helped MSMEs obtain additional loans on better terms as well as expanded lending to
MSMEs during cyclical economic shocks that tend to hit MSMEs harder than large firms.38 At the same
time, banks are willing to lend only to selected MSMEs and their loan approval processes are long.
Meanwhile, Fintechs have proliferated around Africa and helped open MSMEs’ access to fast-disbursing
working capital loans. This setting opens an opportunity for governments and development
organizations to expand their loan guarantee programs to loans issued by Fintechs to MSMEs, and
thereby expand the pool of MSMEs eligible for quick loans. The concept could also be applied to export
credit agencies that in most countries guarantee bank-issued export working capital loans to small
exporters.3?

3. ADOPT EQUITY CROWDFUNDING LAWS

MSMEs that seek to carry out a larger-scale digital transformation and startups that look to service
sellers — such as ecommerce marketplaces, Fintechs, digital marketing firms, and logistics companies —
often require seed financing and growth capital. While growing very rapidly in Africa (according to one
estimate 250 deals totaling $2 billion in 2019), venture capital is still available to only a very few firms
even in markets with vibrant venture capital communities.#0 Many businesses that are able to access seed
funding spend significant time to search and identify angel investors. Equity crowdfunding can reduce
these search costs, both by expanding the pool of potential investors and by matching investors to
companies of interest to them.#! Equity crowdfunding is already practiced on the continent, but most
African countries have not adopted equity crowdfunding laws that would delineate who can raise and
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who can invest, how, how much, and how platforms ought to behave. Nigeria’s Securities and Exchange
Commission banned equity crowdfunding in 2016, but recently issued proposed crowdfunding
regulations.?2 Other African governments should follow: legislation and regulatory oversight help tame
fraud and the costs of securities issuance.#> Governments can also consider incentives to investors
investing via equity crowdfunding platforms. The UK provides tax incentives for individual taxpayers to
invest in young tech companies, and the Mexican government offers guarantees to high net-worth
individuals that lend through Fintechs to MSMEs.#4

4. ADOPT OPEN BANKING AND OPEN FINANCE PRACTICES

Open banking practices — data-sharing between banks and other financial service providers such as
payment providers and online lenders through APIs or shared data platforms — are hoped to facilitate
loan underwriting of small and nascent borrowers.# In Africa, open banking has largely proliferated by
banks’ volunteerism — for example, in July 2020, the Co-operative Bank Kenya opened a suite of open
APIs to allow developers to integrate and manage payments in web or mobile applications. In South
Africa, Nedbank has released various APIs to Fintechs.# Some governments have encouraged open
banking — in 2018, the National Bank of Rwanda published open banking regulations modeled after the
European Union’s Payment Services Directive 2. To accelerate open banking, governments in Africa can
adopt similar standards.#” Governments can also consider open finance, the next frontier of data sharing
in the financial services ecosystem explored especially by the UK government to extend open banking
principles to enable consumers and businesses to gain better control over a wider range of their
financial data, such as savings, insurance, investments, pensions, and consumer credit.8

5. PROMOTE E-INVOICING AND PROCURE-TO-PAY SOLUTIONS FOR MSME FINANCE

Electronic invoicing, the practice of submitting and formalizing every business invoice with the
government, can also enable African online seller MSMEs to access financing. While e-invoicing is
typically associated with efforts to improve tax collection, specifically in Latin American countries where
they are widely used, e-invoicing has also reduced fraud, improved businesses’ accounting practices, and
helped businesses have more reliable cash flow — e-invoices are after all account receivables that
businesses can use as collateral to secure working capital and factoring services. For example, in Chile,
which pioneered electronic invoicing in 2003, factors are able to use the invoice as collateral and enable
MSMEs to improve their cash flow and cost of credit. While a traditional unsecured line of credit in
Chile might in the past have incurred a 40 percent interest per year, factoring might only cost 12-24
percent.#> One common way to start e-invoicing is to apply it in B2G transactions.

I. REGIONAL FINTECH SANDBOX AND PASSPORTING

A number of African governments have adopted or are adopting Fintech regulatory sandboxes to
promote financial innovation. A potentially impactful next step to enable regional Fintechs to scale
would be the creation of a regional sandbox whereby Fintechs could quickly deploy across markets, and
national regulators could reflect on these new innovations and learn from each other. Another
potentially useful concept for African economies is “passporting” as applied in Europe, which enables a
financial services firm authorized by a regulator in one EU country to apply for a “passport” to conduct
the same business throughout the EU without the need for further authorization.

2. AFRICAN DIGITAL TRANSFORMATION FUND TO ACCELERATE ONLINE SELLER MSMES’
DIGITAL JOURNEYS
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African MSMEs see lack of financing in digital transformation as a main constraint to competing in
ecommerce. In response, African governments and private sector can pursue the creation of a Digital
Transformation Fund whereby MSMEs can (1) learn about the latest technology solutions for the various
areas of digital transformation they would like to pursue; and (2) secure co-investments from a range of
funders (such as donors, social impact funds, existing government funds, investors and banks) in MSMEs’
transformation into global online sellers and digital enterprises. The approach could be especially
attractive both to technology providers that are interested in educating firms about digital solutions, and
funders that look for stakes in firms with potential to scale. The selection criteria for firms to enter the
program would need to be highly rigorous, and each company would have to have goals and milestones
to meet and invest substantially. The Fund could well become self-sustainable; after all, firms that
succeed at becoming digital enterprises and scaling their online sales outperform the broader market.

3. ECOMMERCE GUARANTEES ON LOANS TO ONLINE BUYERS

African firms are increasingly using ecommerce to vet and identify vendors and procure inputs, supplies
and services, often from overseas markets. However, these firms can still be left with the traditional
challenge of accessing credit to finance the purchase. An ecommerce purchase loan guarantee could help
them secure the credit for their online purchases. Korea has successfully done this through offering a
government guarantee to banks that lend to businesses that make online purchases. Buyers on online
marketplaces can apply to a bank for a loan, and the bank then transmits information to the Korean
Credit Guarantee Fund (KODIT), which conducts a credit investigation and issues the e-guarantee.?
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African MSMEs have yet to use formal ecommerce as a growth lever. In our survey, most MSMEs in the
region “sell” online by marketing their goods and services on social media or classifieds and then
perhaps interacting with the customer on WhatsApp to close the sale. This is very typical; in most
developing countries and emerging markets, most MSMEs are social sellers that do not yet have their
own online stores or presence on marketplaces.

These findings also underscore the obvious: capacity-building of African MSMEs for ecommerce needs to
be nuanced by firm size, firm location, and, in particular, by firms’ ecommerce readiness. For example,
micro and more informal social sellers can be offered solutions that enable them to formalize and build
their online stores; small and midsize firms that have online stores and inventory on demand on
marketplaces can be onboarded on regional and global marketplaces; and midsize and large enterprises
that are already selling on marketplaces can be supported to advance their digital transformation.

Granted, African MSMEs face broader challenges of securing world-class talent for their online
businesses, in part because of Africa’s labor market mismatches that keep talent from sorting into the
most suitable jobs, and in part because of skills gaps. Nowhere are these challenges as great as in Sub-
Saharan Africa: 75 percent of sub-Saharan Africans of ages 20-29 have not completed secondary
education; returns on each year of work in sub-Saharan Africa are 30-65 percent lower than in best-
performing advanced nations; and about 50 percent of sub-Saharan African young workforces are
mismatched to their jobs, being either over- or underskilled for the work they do. These challenges
arrest the potential of the ecommerce sector.

e Increasing the share of formal MSME online sellers with their own stores from about 15-20
percent today to 30 percent by 2023 and 50 percent by 2025.

e Increasing digitized African MSMEs on global marketplaces from less than 10 percent today to 20
percent in 2023 and 25 percent in 2025.

e Doubling current online sellers’ online sales by 2023.

I. CREATE PUBLIC-PRIVATE PARTNERSHIPS TO ENABLE MSMES TO GROW ON REGIONAL
AND GLOBAL MARKETPLACES

Marketplaces such as eBay, Etsy, Amazon, Freelancer, Fiverr, and Upwork bring together hundreds of
millions of buyers from around the world for African MSMEs to gain visibility to new customers and
suppliers. Our data show that African MSMEs that use global marketplaces are significantly more
internationalized than their peers. However, the region’s export promotion agencies and other
stakeholders have yet to fully leverage global marketplaces to enable MSMEs to engage in ecommerce.
They could follow in the footsteps of their peers and partner with large online marketplaces to help
MSMEs export using ecommerce, such as Costa Rica’s export promotion agency Procomer. In 2018, the
Nigeria Export Promotion Council partnered with MallforAfrica to help firms, especially women-led
firms, to export using ecommerce.?! Other African export promotion agencies can similarly use their
comparative advantages in matchmaking, trade compliance, and MSME training to bring new value to
both MSMEs and marketplaces. For example, export promotion agencies can identify and vet companies
with inventory that is in demand on marketplaces; train these MSMEs to professionalize their online
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stores and onboard marketplaces; and optimize their online presence through partnering with private
sector partners to support MSMEs’ digital marketing, and payments, international fulfillment and trade
compliance, and access to finance. Improving export promotion agencies’ capabilities to support MSMEs
that seek to export using ecommerce is crucial, as is targeting of firms poised to succeed at e-exporting.

2. PROVIDE SCALABLE ONLINE CAPACITY-BUILDING AND FINANCING FOR SOCIAL
SELLERS TO BUILD ONLINE STORES AND FORMAL ECOMMERCE CAPABILITIES

Africa has millions of MSMEs that are marketing their goods and services via social media, messaging
apps, and classifieds, but not yet through formal ecommerce channels. These social sellers can be offered
scalable online courses and programs, customized with Al-driven approaches, to learn step by step how
to build their own online stores and to start selling online. A complementary strategy is to provide small
financial incentives for exporters to build their digital capabilities for export. For example, Malaysia
External Trade Development Corporation (MATRADE) has an eTrade program to promote Malaysian
exporters’ use of ecommerce platforms and to access financing to cover fees for listing, marketing,
translation, and fulfilment. Partnerships between national and local governments and other subnational
stakeholders will help reach firms at scale, engage remote firms still disconnected from ecommerce
markets, and bring further resources to support MSME ecommerce development.

3. WORK WITH ANCHOR FIRMS TO BUILD MSME SUPPLIERS ECOMMERCE CAPABILITIES

Many MSMEs in Africa are suppliers to large local firms such as supermarkets or industrial producers. As
these larger anchor firms digitize their own sale capabilities, they can also digitize interactions and
transactions with their MSME suppliers — and thereby facilitate MSMEs digital transformation and
conversion into online sellers. African governments and other stakeholders could systematically work
with these larger firms to train their existing MSME suppliers to manage digital supplier management
tools, procurement, and payment and invoicing systems — aspects that help also the anchor firms to gain
greater visibility into suppliers’ inventories and support suppliers’ cash flow and resilience.

4. PROMOTE DIGITAL CAPABILITIES AND LABOR MARKET MATCHING IN WORKFORCE
DEVELOPMENT STRATEGIES

Digital enterprises require so-called soft skills — cognitive abilities, critical thinking, and social and
communications skills — that enable employees to quickly adapt to new demands, leverage new
technologies, and innovate, but that are also harder to identify, quantify and cultivate.52 The eTrade
Alliance is tackling this problem through identifying the intensity of different types of competencies an d
aptitudes in greatest demand in leading African ecommerce firms and the prevalence of these skills in the
broader labor market and among social sellers. As African labor markets digitize, governments and
other stakeholders have increasing opportunities to access and leverage data on job applicants and open
positions, to understand the skillsets and competencies that are in growing and declining demand among
different types of employers — and to access data on the supply of these skills in African labor markets.
Scalable online skills assessments and real-time data on demand and supply in labor markets can play a
major role in African governments and companies’ workforce development strategies and work to
cultivate skills in the region for the 215t century global digital economy.
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I. AFRICAN 360° E-BUSINESS ACADEMY

Africa has millions of small firms that are actively marketing and selling online using social media and
messaging apps, but that have yet to professionalize their operations and create formal online sales
capabilities. This translates into difficulties for these businesses to secure bank loans, anticipate demand
spikes, and fulfill larger orders, and also complicates the efforts of marketplaces to work with small
business sellers. One key remedy African policy and business communities see is education and
professionalization, along the lines of a “360° E-Business Academy.” Under this academy, small online
sellers could use virtual tools and courses to run a professional online business and digitize their
businesses operations, including master the use of digital technologies in their inventory management,
accounting, marketing, customer analytics, customer service and after-sale support, and demand
forecasting. Local and global technology companies can offer tools and services in many of these areas.
The Academy can be continentally scalable and feature peer-learning, prizes and awards for exceptional
African sellers, as well as rigorous KPIs to perfect its learning approaches and tools.

2. AFRICAN ECOMMERCE EXECUTIVE EDUCATION

There are many MSMEs in the region that have started to sell online via their own online stores. These
firms have already built online sales capabilities, but can professionalize them much further. For example,
online MSMEs can better leverage customer data; enhance digital marketing; improve product displays;
use Al to optimize customer experience and journeys; and digitize backend operations such as inventory
management, warehousing, accounting and financing, and supplier relationship management and
payments. Such firms can be brought into cohorts (such as a cohort of apparel companies, cohort of
food processing companies, cohort of smaller supermarkets, etc.) to participate in what could be
envisioned as “executive education for ecommerce” with global experts and global companies, and then
receive one-on-one mentoring with experts to solve their specific challenges through technology and
new processes. This could be done in partnership with leading universities. African universities could
also offer an ecommerce certification track, in partnership with marketplaces and ecommerce
associations.

3. SUPPORT MSMES’ COMPLIANCE WITH MARKET ACCESS REGULATIONS THROUGH
REGIONAL REGTECH SOLUTIONS FOR E-EXPORTERS

One of the biggest challenges for African online seller MSMEs to export is lack of easy access to
customized information on market access requirements in their export markets. Regulatory technology,
or RegTech, uses structured and unstructured data and technology to help firms monitor and meet
regulatory requirements. While RegTechs have been used especially by banks and financial services firms
to comply with the burgeoning financial regulations, RegTech use cases are proliferating among other
regulated industries. They can also help firms to monitor trade compliance requirements in various
export markets and automate regulatory compliance. As any one company can benefit from a RegTech
but few would build one on their own, an export promotion agency could make it available to all firms.

4. AFRICAN ETRUST MARK, ONLINE BUSINESS CODE OF CONDUCT, AND ODR

African consumers appreciate local sellers but are still at times concerned about their trustworthiness.
To cultivate a cadre of trusted sellers, African consumer protection agencies and private sector can
work together to establish an African eTrust Mark for certified online sellers for African MSMEs to build
confidence and transact with consumers across the region. If a differentiator in the minds of consumers,
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the trust mark could attract more firms to be certified and pay for their certification. African
governments and private sector leaders could promote an African Consumer Protection Code of
Conduct, to guide businesses and consumers’ responsibilities in online transactions, as accomplished for
example by the ASEAN Online Business Code of Conduct. Governments could also consider public-
private partnerships to create online dispute resolution (ODR) systems, possibly modeling approaches
after Mexico’s successful Concilianet that brings together leading companies, the consumer protection
agency, and the judicial system to address consumers’ complaints and resolve disputes over small online
transactions.

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity 56



Globally, 85 to 90 percent of all consumer transactions are still made in cash, a trend that is prevalent in
Africas? At the same time, Africa has had a tidal wave of payment innovations in the past ten years
especially with mobile payments that today fuel online transactions with more traditional payment
instruments. For example, a buyer on Jumia Kenya can easily pay by M-PESA either when ordering or in
a contactless way upon delivery. In Nigeria, a buyer using Konga can pay by KongaPay, Visa, Mastercard,
or Verve. In South Africa, where card payments are more common, a buyer using Takealot can pay with

all major cards, Ozow, or Payfast. In Egypt, digital wallets such as PayPal and CashU are popular; while in

Uganda, more than one in two online shoppers choose mobile payments.5* Asked in a recent survey
about the greatest opportunity for retail payments, a plurality or 41 percent of African banks answered,
“supporting ecommerce through digital wallets”.55

Cross-border digital payments are also increasingly accessible in Africa in B2C and C2C transactions,
partly because of industry-led efforts among international and local providers to unlock cross-border
payments in Africa. For example:

o Banks have adopted digital and mobile-first strategies to enable cross-border payments. For
example, Ecobank has introduced services like Rapidtransfer for instant cross-border payments
across their network of 33 countries in Africa.

* While mobile money wallets typically lack virtual or physical network credentials and thus cannot
be used in cross-border payments, in 2019, Visa partnered with pan-African FinTech leader MFS
Africa to offer these credentials and enable cross-border mobile payments among 180 million
mobile wallets.

e In 2018, Mastercard joined forces with DPO Group to enable more than 40,000 African major
merchants to accept Mastercard payments and receive payments from international customers.

o In 2018, Airtel Africa which operates in 14 countries across sub-Saharan Africa offering
telecommunications and mobile money services opened access to mobile payment provider
Mukuru’s customers to send money directly to Airtel’s Money mobile wallets across 12 African
countries.5¢

e Also in 2018, PayPal and Safaricom announced a partnership to enable Kenyans to move money
between their M-PESA and PayPal accounts, thereby connecting more Kenyans to global
ecommerce.’’

e Central Bank Digital Currencies are of growing interest to the region and opening new
opportunities for instant, digitized settlement, perhaps initially especially in domestic transactions.

With African online shoppers increasingly accustomed to paying for domestic purchases through their
mobile phones, mobile-first payment methods will also likely play a growing role in domestic and cross-
border B2B transactions in smaller-value transactions. However, a number of frictions remain in C2B
and C2C cross-border payments:

¢ Regulatory fragmentation across the region - national mobile and electronic payment
solutions do not yet interoperate well, limiting cross-border microtransactions and scalability of
B2C sellers. There is also limited data on these regional payment frictions.

¢ High cost of cross-border remittance payments — the commission often cited for
remittance payments is in sub-Saharan Africa 9.4 percent, well above the global average of 7
percent.58
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¢ Concerns about security and integrity of mobile payments and lack of consumer redress
and dispute resolution mechanisms especially in cross-border transactions.

Large unbanked populations with limited access to international payment
instruments. Most Africans and African MSMEs do not have bank accounts that would readily
enable them to transact with global customers on global marketplaces using cards or PayPal.

Limited mobile internet penetration in some countries and high cost of data.

Frictions and inefficiencies in B2B payments among trade and ecommerce freight providers.

There are also frictions in B2B payments. Most B2B sellers that have online stores or stores on
marketplaces do not enable payments online; the negotiation and order processing shifts offline and
payments are made with bank wires. Positively, in intra-regional B2B payments, intra-African bank
payments and clearing have grown in the past few years, and increasingly settlement can be in local
currencies especially in various subregions. The Pan-African Payment and Settlement System (PAPSS)
aims to enable local currency use in cross-border transactions across Africa.s?

¢ Digital payments in 20 percent of transactions in Africa by 2022 and 35 percent in 2025.
e Cross-border payments available to 50 percent of African mobile payment users by 2025.

e Cross-border B2B and B2C payment fees cut to global average by 2025.

I. REGULATIONS ON PAYMENT PROVIDERS CALIBRATED TO RISK

Most African countries have promoted digital payments and passed e-payment laws that define how
payment providers can be authorized to operate in a market and what their obligations are. As the
payment landscape diversifies further, African governments can consider calibrating e-payment rules to
each provider’s risk. A potentially useful framework is Singapore’s 2020 Payment Services Act, which
introduces a three-tiered regulation where the rules are commensurate to the risks posed by the scope
and scale of services provided by the licensee. The Act enables Singapore to balance the aspirations of
innovation (coming from smaller new providers) and rigorous oversight (especially on larger providers
and providers that hold deposits). All payment service providers holding a license under the Payment
Services Act must meet anti-money laundering and countering the financing of terrorism (AML/CFT)
requirements. In addition, African governments can consider risk-based assessment (RBA) as used by
Financial Action Task Force (FATF), an increasingly widely adopted regulatory improvement to make
providers’ KYC and AML processes commensurate to the risk transactions posed and focus resources
on high-risk customers and transactions.

2. FLEXIBLE, TECHNOLOGY-DRIVEN CUSTOMER AUTHENTICATION IN SMALL ONLINE
TRANSACTIONS

As ecommerce transactions have mushroomed amid COVID-19, governments are weighing new
regulations on sellers to authenticate their customers and prevent fraud. However, these rules can also
quickly hamper small online transactions. For example, the EU’s 2019 “Strong Customer Authentication
(SCA)” rules have been criticized for introducing frictions and a pause into the online payment process
that have undermined buyers’ user experience and led them to abandon their carts; MSME merchants
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have on their side struggled to understand how to apply SCA. While fraud prevention is critical,
authentication needs to be nuanced to risk: most ecommerce transactions are low-risk, low-price
transactions. Indeed, the EU too has modified SCA to exempt most payments under €30 and payments
at unattended payment terminals such as parking meters. In addition, regulation does not always have to
be the answer: technologies such as biometrics-based digital identify solutions and 3D Secure standards
established by large payment providers already enable verification systems, geolocations, and behavioral
analytics for spotting anomalous patterns and blocking suspicious payments.

3. OPEN DATA POLICIES THAT ENABLE INNOVATION AND FRAUD-PREVENTION

Financial services and payments providers can no longer address risk by looking at a single transaction in
a single place: they need to see hundreds of millions of transactions to see the anomalous patterns and
predict where they take place. As payments digitize, online fraud is a growing concern for developing
country companies, consumers, and governments. In a recent survey, 61 percent of respondents at
developing country banks, Fintechs, and merchants agreed that new payment technologies make them
more vulnerable to fraud.s® Open, globalized payment networks are the most effective defense against
fraudsters, precisely because these networks are global — they derive their information from massive
global data collected in real-time. Such data enable powerful machine learning and deep learning
techniques for real-time detection and preventive models to defeat fraud before it even takes place.!
For example, Visa Advanced Authorization risk-scoring considers 500 attributes in one millisecond, and
covered 127 billion transactions in 2019 alone. With access to a vast global data set and powerful
analytics, Visa prevented $25 billion in fraud in 2019 alone.62 For African MSMEs and consumers to
transact securely and globally, governments need to ensure that data on transactions involving Africans
can be included in risk-prevention models.

4. QR CAMPAIGN FOR RETAILERS

Contactless payments including Quick Response (QR) codes or near-field communications (NFC) have
grown dramatically around the world during COVID-19. QR codes are emerging as an important
acceptance technology for proximity payments. So far, they have not gained traction in Africa, in part
because of requiring strong smartphone penetration rates to take off. However, they are a compelling
payment technology even for low-income merchants, help veer societies from cash-based payments, and
power cross-border micropayments — and can become more accessible in Africa as adoption of
smartphones grows. Payment providers and governments could together launch a QR Campaign pilot to
help African retailers accept QR code-based payments and be able to process the payments, and
educate consumers about their benefits.

I. INTEROPERABLE CROSS-BORDER PAYMENTS

To enable cross-border ecommerce, Africa needs to prioritize its strengths: consumer preferences for
mobile payments, dense mobile agent networks, and innovative mobile payment providers with
willingness to collaborate with global payment providers. With consumers increasingly using mobile
phones to transact, a mobile-first strategy should guide regulatory approaches. African governments
could draw on the work in Southeast Asia, a region also with high unbanked populations, limited use of
cards, strong market forces for cross-border ecommerce, lack of uniform national payment regulations,
and many innovative payment providers. The region is currently enabling mobile-based cross-border
payments through the adoption of QR code standards that consolidate QRs and enable cross-border
QR payments; ISO 20022 standards that enable streamlined and standardized communications among
payment systems; and regionally compatible standardized interfaces and open APIs that help players —
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sellers, billers, Fintechs and intermediaries — to access and leverage any platform even as technology
advances.83 African financial services leaders have endorsed ISO 20022 for cross-border payments.t
Such pan-regional payment systems can have great economics, to the extent they mirror the economics
of national payments and are based on the principles of full competition among providers and open loop
networks.

2. B2B LOGISTICS EPAY SYSTEMS: SMART CONTRACTS AND DIGITAL PAYMENTS TO FUEL
INTEROPERABILITY AMONG ECOMMERCE LOGISTICS PROVIDERS

During the pandemic, uncoordinated national restrictions at both the border and inland — such

delays in getting operational permits issued, curfews, bans on deliveries in certain districts, and differing
requirements for delivery drivers — disrupted businesses operations in many countries.6> With the
exception of global express delivery firms that provide end-to-end services, logistics players that “touch”
any one shipment (freight forwarders, shipping/air carriers, terminal operators, ports, warehouses, and
so on) are fragmented and interoperate poorly, partially due to analog payments and settlement
practices.® Interactions, paperwork, and transactions among these players are still often paper-based,
manual, and error-prone - data can be typed manually some 100 times per transaction, in different email
files, and ERP systems. Digitization and automation of all of “handshakes” among the players in logistics
supply chains would accelerate delivery and reconciliation, and improve all parties’ cash flow. Smart
contracts could be used to automate the payment process — payments could be triggered as parties
complete their work and shipment moves from seller to buyer.
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B. CROSS-CUTTING PILLARS: DIGITAL POLICY COORDINATION,
ACCESS TO DATA, DIGITAL IDENTITY, CYBERSECURITY,
FORMALIZATION

MSMEs that compete in the digital economy and offer services to MSME ecommerce sellers require a
range of sophisticated logistics, payments, and financial services. They also need to understand customer
expectations and deliver new value to customers. And they need to ensure compliance with national
digital regulations. African governments have made considerable progress in recent years with
ecommerce-related policies and regulations, such as adopting laws to enable online transactions and
online payments, pursuing reforms to enable financial innovations, adopting laws on consumer
protection online, adopting safe harbor regimes for internet intermediaries, and establishing data privacy
regimes. All in all, the region’s regulatory frameworks are gradually being upgraded to the ecommerce
era.

In their work to enable MSMEs’ crossborder ecommerce, African governments can work together to
ensure that national policy and regulatory frameworks are compatible and support MSMEs that seek to
transact across many markets. For example, governments can:

o Seek to ensure MSMEs can apply similar rules and standards when transacting
across African countries. Divergent national regulations across markets would hamper
MSMEs from taking advantage of ecommerce and scaling across markets — very much as
divergent national product standards limit small businesses’ export diversification. In contrast,
ongoing regional policy coordination helps ensure MSMEs and ecommerce ecosystem businesses
such as Fintechs, Logtechs, and marketplaces can apply similar digital regulations when selling
and scaling to service customers across Africa.

e Launch regular regional public-private digital dialogues to assess how different
national digital regulations are impacting cross-border ecommerce in Africa, and
discuss best global digital regulatory practices. Public-private dialogues also enable policymakers
to have their “ear to the ground” and hear from firms at the front lines of ecommerce about the
pain points businesses face, and to develop common solutions with private sector actors
interested in propelling domestic and cross-border MSME ecommerce.

¢ Promote permanent regional dialogues and information sharing among national
regulators (e.g. national consumer protection agencies) to discuss and align regulatory
approaches and identify good practices.

¢ Promote interoperability among digital platforms domestically and across borders.
African MSMEs and startups have ready access to globally available open APIs, software-as-a-
service solutions, and cloud computing services — and thus can leapfrog 20t century’s vertically
integrated firms and monolithic IT architectures. These various digital solutions need to
however interoperate; one good example of efforts to ensure interoperability among digital
platforms is the Digital Economy Partnership Agreement (DEPA) between Chile, New Zealand
and Singapore (Case 2).
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e Track progress through comparable data and methods. African governments can track
regional ecommerce use and digital integration by firm segments, geographies, and gender, for
example by incorporating ecommerce-related questions in business surveys and censuses. EU
members, the United States and Mexico have made particularly important progress in tracking
ecommerce flows and use among different types of firms and consumers, and can offer useful
examples. However, in most economies, progress has yet to made on systematically tracking the
extent and direction of cross-border online sales and purchases.

Case 2 - Next generation digital integration — for Africa as well?
Learning from the Digital Economic Partnership Agreement (DEPA)

The Digital Economic Partnership Agreement (DEPA) of 2020 between Singapore, New Zealand, and Chile is an
exciting blueprint for African countries to assess for policy ideas that could be adopted and cultivated in AfCFTA.
Like many regional trade agreements, DEPA reinforces a moratorium on customs duties on electronic
transmissions and free transfer of data, but it also calls for parties to work on:®’

. Interoperable digital identities: Promote the interoperability between their respective regimes for
digital identities.

. Interoperable electronic invoicing: Ensure implementation of e-invoicing in their own countries and
promote the global adoption of interoperable e-invoicing systems, sharing best practices and collaborating
on promoting the adoption of interoperable systems for e-invoicing.

. Interoperable cross-border electronic payments: Support the development of efficient and secure
cross border electronic payments, including by fostering the adoption and use of internationally accepted
standards, promoting interoperability and the interlinking of payment infrastructures.

. Innovation in payments: Cooperate to foster innovation and competition in the payments ecosystem.

. Fintech innovation: Promote cooperation among parties’ Fintech sectors and the development of
Fintech solutions for business or financial sectors.

. Al governance: Promote the adoption of ethical and governance frameworks that support the trusted,
safe and responsible use of Al technologies.

. eProcurement. Cooperation on how the use of technology enabled government procurement
processes impact existing and future international government procurement commitments

. Digital inclusion: Cooperation on the participation of women, rural populations, low socio-economic
groups and Indigenous Peoples in the digital economy.

. Digital SME Dialogue: Digital SME Dialogue with governments, private sector, non-government
organizations, academic experts and other stakeholders from each Party.

The Singapore-Australia Digital Economy Agreement (SADEA) of 2020 echoes DEPA and bolsters the existing
digital trade provisions of the 2017 Singapore-Australia Free Trade Agreement. SADEA also includes seven MOUs
to operationalize the DEA modules in Al, data innovation, digital identities, personal information protection, e-
invoicing, trade facilitation and e-certification on agricultural commodities.
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Every enabler of MSME ecommerce— technology-powered logistics, financial solutions, cross-border
payments, MSME digital transformation — hinges on fluid access and analysis of data. Logistics companies
need data to optimize routes, consolidate cargo, identify customers, and improve their operations to
save costs for their users. Fintechs need access to firms’ internal and transactional data to underwrite
loans. Global payment providers need massive, global datasets to be able to optimally manage risk and
predict anomalies. Online seller MSMEs need data and analytics on their customers and transactions to
improve their offerings, target high-potential customers, and anticipate demand spikes.

Data on users, places, postings, interactions, and transactions, analyzed with Al and machine learning, are
essential to enable businesses to create new products and services, and streamline processes and
workflows. For example, in Nigeria, small business lender OneFi uses Al with algorithms trained on
Amazon Web Services machine learning technology, to quickly analyze terabytes of data to determine if
a customer is likely to pay back a loan, tripling loan volumes to 1,500 a day.é8

There have been various discussions about data governance in Africa, and many African governments
have in recent years put in place different types of data privacy and transfer regimes (Figure 31). Data
transfer issues in particular are still under discussion — and just as in many regions, in Africa there have
been discussions about data localization. What needs to be highlighted in these debates is that
voluminous empirical research by now shows that data localization raises costs on local MSMEs seeking
to engage in ecommerce and local startups that seek to develop new innovative services. Localization
mandates are found to arrest the competitiveness of local firms’ exports; curtail foreign direct
investment; undermine productivity growth of manufacturing, communications, financial services, and
many other sectors; limit trade in services that developing countries need to build smart manufacturing,
agriculture and transport networks; and impose discriminatory impacts on trading partners.&°

Indeed, localization mandates have similar impacts on local firms and consumers as tariffs on
intermediate products or local production mandates: they increase local companies’ operating costs and
limit their access to best-in-class providers. They also make modern business operating models, built on
software and APlIs, nonviable for domestic enterprises. Localization also does nothing to ensure data
security. Data security has little to do with where data is stored — it has everything to do with how it is
stored and governed. The negative impacts of localization on data security can be especially significant in
countries that lacks the foundations to manage and secure data, such as low political risk, excellent IT
networks and facilities, strong cybersecurity protections, and so on.
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Figure 31: Data Transfer Regimes in Africa, 2021 (draft mapping)
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It is essential for African online seller MSMEs and the ecosystem that support them to be able to access,

store, move, and analyze data in order to improve their customer service and operations, and innovate
new products and services. African governments can consider numerous regional models around the
world that govern the transfer of data across borders, while also enabling each participating country to

retain its own privacy regimes:
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An especially good example for Africa is the Asia-Pacific Economic Cooperation (APEC)
Cross-Border Privacy Rules (CBPR) system, a government-backed data privacy certification
that private companies voluntarily join to demonstrate compliance with international data
privacy protections. Unlike EU’s General Data Protection Regulation (GDPR) , CBPR does not
replace or change a country’s domestic data privacy laws and regulations, nor does it determine
whether a country’s privacy protections are “adequate.” CBPR is recognized by Australia,
Canada, Japan, Mexico, the Philippines, South Korea, Singapore, Taiwan, and the United States.
Several others such as Indonesia, Chile, Vietnam and Malaysia are said to be actively considering
CBPR membership.

Singapore-Australia Free Trade Agreement (SAFTA) of 2017 calls for the parties to
adopt or maintain a legal framework to protect the privacy of users in ecommerce and to allow



crossborder data flows, and bars parties from forcing companies to localize computing facilities
(servers) as a condition for market access.”®

U.S.-Mexico-Canada Agreement (USMCA) of 2020 formally recognizes the validity of the
APEC CBPR system as the baseline data transfer mechanism. USMCA also cements the principle
of data privacy while enabling data transfers across borders. It requires members to “adopt or
maintain a legal framework that provides for the protection of the personal information of the
users of digital trade,” and calls for members to develop interoperability and compatibility
between their different privacy regimes. The U.S.-Japan Digital Trade Agreement of
January 2020 echoes the provisions in USMCA.

e The | l-country Comprehensive and Progressive Agreement for Trans-Pacific
Partnership (CPTPP) of 2018 prohibits parties from localizing “computing facilities” (such as
servers) in their countries; requires parties to allow cross-border transfer of data of personal
information; and calls on parties to adopt or maintain laws to protect ecommerce users’
personal information. These provisions have been “exported” to further trade agreements
among CPTPP members and third countries, such as Chile-Uruguay FTA of 2018 and Chile-
Argentina FTA of 2019, and are also echoed in the Regional Comprehensive Economic
Partnership (RCEP) among |5 Asia-Pacific nations. The 2020 Digital Economic Partnership
Agreement between Singapore, New Zealand, and Chile cements the principle of free
crossborder data flows further.

There are also useful bi- and plurilateral policy innovations, such as the U.S.-UK executive
agreement under the U.S. CLOUD Act that balance businesses’ needs to transfer data across
borders with law enforcement request for data on overseas servers in criminal cases.”!

In addition, regulators need to account for significant innovation in privacy-preserving technologies, such
as encryption techniques that protect data that is stored or is in transit, and confidential computing that
helps protect privacy while data are in use, by isolating sensitive data during processing in a protected
central processing unit (CPU) “enclave”.”2 Governments could support especially small firms in learning
about and using these and other promising technologies to protect personal data whether in store, use,
or transit.

MSMEs in Africa are setting up online stores, onboarding global online marketplaces, and transacting
online with customers, often individuals and other MSMEs, around the world — digitally. Yet one
problem remains: how does a trading partner, customer, or vendor know that the company at the other
end of the transaction is who it says it is?

In the analog world, buyers and sellers build trust through repeated, mutually satisfactory interactions
and transactions. In the digital economy, trust-building has to and can be much faster. One solution is to
arm companies with a corporate digital ID associated with a company’s corporate vitals and
transactional data. Such an ID would help companies to quickly be authenticated by their customers and
service providers, and essentially serves as a “master key” for businesses to access any different types of
services.

A regional corporate ID for African MSMEs would be very important regional digital public good. It

would enable MSMEs to easily authenticate and authorize themselves to login and access public and
private services across the continent and beyond, for their ecommerce. A corporate digital ID could
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also enable MSMEs to quickly authenticate themselves across several marketplaces, and thus fuel
interoperability across marketplaces and access to services on and off marketplaces, such as online
payments and embedded finance solutions. While building a national corporate digital IDs like
Singapore’s CorpPass and then merging national corporate IDs into a regional system would likely be
extraordinarily time-consuming and expensive, African countries could champion with the private sector
a regional decentralized corporate digital ID solution that enables buyers and service providers to online
seller MSMEs to verify and authenticate any company digitally, with no paperwork.”? The eTrade Alliance
is publishing in the coming months a white paper on such a decentralized corporate digital identity
solution.”

Cybersecurity threats are a cancer on MSME ecommerce. African countries have become significant
targets in the past few years, incurring some $3.5 billion in losses related to cybercrime in 2017.75 The
ultimate impact of attacks is devastating.

Many African countries have cybersecurity strategies and cybercrime laws in place or are currently
discussing them; many also have a Computer Emergency Response Team (CERT). However, Africa’s
digitizing MSMEs need stronger cyber-defenses and products tailored to their needs and budgets. For
example, African countries could readily leverage the 2018 U.S. Commerce Department’s National
Institute of Standards and Technology (NIST) Cybersecurity Framework Version I.l as a public-private
model for addressing cybersecurity challenges. African governments can also partner with the private
sector to help MSMEs acquire better cybersecurity capabilities. As one approach, the New York City
government has partnered with a venture capital fund to invest in businesses that develop and deliver
affordable and scalable cybersecurity solutions to New York’s MSMEs.7¢ These types of approaches are
win-win and ensure solutions are commercially viable and scalable. Some governments support MSMEs’
access to cyberdefenses — for example, Singapore covers up to 70 percent of the cost of pre-approved
cybersecurity products and services, such as subscription, license, and installation fees.”

The process of registering and formalizing a new business with relevant government agencies has
historically been a challenging process in many countries around the world, due to limited access to
information about the process, long processing times, and excessive paperwork that needs to be
submitted with handwritten signatures. These complex requirements, along with high and complex
taxes, deter firms from formalizing and contribute to Africa’s sprawling informal sectors. According to
the International Labor Organization in 2018, 86 percent of employment in Africa was in the informal
sector.’8 Yet formalizing is critical for firms to scale their online sales, onboard onto global marketplaces,
access bank accounts, use global cross-border payments, secure cross-border logistics services, and
access financing for transacting and securing technology.

Comepanies do not formalize when it is not a rational strategy - when the trade-offs of being a formal
company are excessive compared to the perceived benefits. In response, several African countries such
as Botswana, Kenya and Tanzania have been helping MSMEs formalize by deploying digital platforms that
simplify and facilitate business registration and licensing. For example, Mozambique and Egypt have
implemented one-stop shop online registration. Other countries such as Morocco have moved part of
the registration process online and maintained some required in-person interaction.

There is also empirical evidence that suggests that regulatory carrots (such as compensating MSMEs to
formalize) and sticks (such as inspections) also accelerate formalization.”® In addition, targeting the firms
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most poised to formalize helps increase conversion rate.8% So far, countries have often opted for
carrots. For example, Nigeria has exempted small businesses with turnover of less than US$65,000 from
taxes beginning 2020. Vietnam in turn launched a program to enable household businesses to become
formal MSMEs in exchange for a three-year business license fee exemption — a potentially useful solution
to encourage African social sellers to formalize.8! India offers a three-year tax holiday to companies that
have not made more than US$3.3M in any preceding year and that seek to innovate new products or
services enabled by technology within their first ten years of business.82 There is as yet little data on the
impact of these programs, though there is a correlation between them and the growth in the number of
registered MSMEs.
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V. CONCLUSION

Ecommerce has opened tremendous new opportunities for African MSMEs to grow their sales and
engage in trade. This report has diagnosed how African MSMEs engage in ecommerce and what barriers
they face to growing their online sales, and aimed to provide a roadmap for the African Union
Commission and AU Member States on policies, technologies, and concrete activities to enable MSME
ecommerce in Africa.

The report has put forth ideas in four enablers of ecommerce: logistics, payments, MSME capacity, and
access to finance. In addition, the paper discussed five principles for enabling ecommerce and digital
ecosystems: digital regulations, free data flows, a self-sovereign corporate digital identity, cybersecurity
standards and technologies suitable to MSMEs, and methods to incentivize MSMEs to formalize.

The report has throughout stressed the importance of multistakeholder engagement: public-private
partnerships and dialogues, partnerships between national governments, and permanent regional
dialogue among national regulatory agencies shaping the rules for the online economy. It is critical to
keep learning from rapidly evolving global best regulatory and policy practices as well as international
policymakers who have wrestled with the same regulatory issues African governments face today

The timing could not be better. African MSMEs can readily leverage massive global networks — social
media networks, ecommerce marketplaces, and cross-border payments networks — and be discovered
by online buyers, access world-class services, and secure their cross-border transactions. These “open
loop” networks are critical for African MSMEs to enter global markets. To enable MSMEs to access
global customers and transact with them, domestic and regional policies need to first and foremost
enable MSMEs to access and leverage these global networks. The African Union’s work on an
ecommerce strategy and Africa’s work toward AfCFTA present great opportunities for enabling MSME
ecommerce. If nuanced to MSMEs’ needs and based on principles of free trade in digital goods and
services, paperless trade, open digital regionalism, and national treatment, AfCFTA can go down in
history as the agreement that catalyzed African MSMEs’ growth into global online sellers.
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Appendix I: MSME Sample and Survey Fielding

Figure I-1: Surveyed firms by Number of Employees
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Figure 1-2: Surveyed firms by Sector
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Survey fielding

The fielding was accomplished in two waves, first by Nextrade Group on 18-25 August 2020, and
subsequently by the eTrade Alliance on 4-15 September 2020, in three countries (Kenya, Nigeria, and
South Africa). Unlike in a traditional survey process where we would first draw up a sample frame of
firms in a country and then randomly select firms from it for phone interviews, here we leveraged online
surveys relying on Pollfish and Cint’s proprietary panel of respondents. These firms recruit and engages
participants for targeted survey opportunities, selecting respondents on the basis of demographic and
firmographic profile information, and sourcing respondents, as done by other online survey firms, from
LinkedIn and other similar sources.

The survey takers will take the survey on their laptops or computers, online, on their own time. This
online survey method is scalable and saves considerable amount of time and resources. compared to
computer-assisted telephone interviews (CATIs). Nextrade Group has found in several prior work
utilizing both CATI and online surveys in a country simultaneously that online surveys as executed as
here have minimal tradeoffs: they produce very similar patterns as CATI surveys, and, even if the
surveys are unsupervised, produce robust, high-quality responses by serious survey takers. This in part
owes to robust quality control before, during, and after the survey, through such practices as questions
to identify inattentive survey takers and digital fingerpinting to prevent duplicates. A mix of further
solutions ensure that even users that may have multiple accounts and devices attempt a specific survey
only once; an Al-driven fraud detection system uses personally identifiable information and profiling data
to detect patterns that show fraudulent anomalies.
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Appendix II: Variables for Best Place for MSME Ecommerce-Index

Area
Connectivity
Connectivity
Connectivity

Connectivity

Payments

Labor

Labor

Labor

Labor

Labor

Labor

Labor

Facilities

Security

Ease of doing business

Ease of doing business

Ease of doing business
Cybersecurity

Ease of trading across borders
Ease of trading across borders
Ease of trading across borders
Ease of trading across borders
Market access

Logistics
Logistics
Logistics
Logistics
Logistics

Logistics

Logistics

Finance

Finance

Finance

Finance

Crossbhorder payments
Quality of digital ecosystem

Quiality of digital ecosystem

Variable
Internet quality - speed
Broadband cost
Tariffs on ICT products
Taxes on digital services
PayPal is available 1=to send; 2 = send and receive; 3 = send,
receive, withdraw

Hourly labour costs in US dollars (converted using 2011 PPPs)

Labor law flexibility

GDP per person employed (constant 2017 PPP $)
Labor skills levels - % of technicians

English proficiency

Digital talent - proxy: Patent applications, residents
Digital talent - proxy: ICT service exports

Office space cost

Crimes per population

Doing business - starting a business (score)
Total tax and contribution rate (% of profit)

Time spent on tax filings

Cybercrimes (malicious email per capita)
Paperless trade score

Crosshorder paperless trade score

Time to export - documents

Time to export - compliance

Regional trade agreements (number)

First mile efficiency

Logistics performance index: Ease of arranging competitively
priced shipments (1=low to 5=high)

Logistics performance index: Ability to track and trace
consignments (1=low to 5=high)

Lead time to export, median case (days)

Logistics performance index: Quality of trade and transport-
related infrastructure (1=low to 5=high)

Commercial air connectivity

Amazon fulfillment center

Access to finance - see commercial bank branches per 1000 km2
Collateral requirements

Depth of Fintech ecosystem - National fintech ranking 65 countries
Doing business - credit bureau coverage (% of adults)

Stripe avalable

Google office

Amazon offices

Source
Opensignal
Cable
WITS

Various

PayPal

ILO

World Bank Doing Business

World Bank

ILO

EF EPI

World Bank World Development Indicators
World Bank World Development Indicators
CBRE

United Nations Office on Drugs and Crime
World Bank Doing Business

World Bank Doing Business

World Bank Doing Business

Symantec

United Nations paperless trade database
United Nations paperless trade database
World Bank Doing Business

World Bank Doing Business

WTO

UPU

World Bank Logistics Performance Index
World Bank Logistics Performance Index
World Bank Logistics Performance Index
World Bank Logistics Performance Index

World Bank World Development Indicators

Amazon

International Monetary Fund
World Bank Enterprise Surveys
Findexable

World Bank Doing Business
Stripe

Google

Amazon
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Appendix Ill: Variables and their Coding in Alliance’s Draft Policy Mapping

Digital Infrastructure

Government national broadband plan or initiatives

Government initiatives for women-led firms to use and innovate in tech

5G strategy published or initiatives announced

5G service has been rolled out

5G spectrum auctioning has happened already

5G piloted/trials have taken place

4.5G rolled out

Competition among fixed wireless broadband providers
Competition among fixed satellite services
Competition among mobile cellular

Competition among mobile satellite services
Competition among internet services

Competition in international gateways

Competition in wireless local loop

Universal access/service policy adopted

Caps on FDI in wireless and fixed telecommunications
Information Technology Agreement member

2018 applied tariffs on cellphones

2018 applied tariffs on laptop computers

Digital regulations on online transactions

Fully digital business registration available

Electronic signatures admissible, legal, and enforceable

Digital or electronic invoice implemented

elD/digital ID in place (including for e-government services)

National digital corporate ID tested or in place

Tax exemptions for new businesses

Digital regulations on online behavior

Net neutrality: ISPs barred from limiting Internet content in their networks

Liability exemptions/safe harbors for internet intermediaries from copyright

infringement

Copyright limitations and exceptions - use of "fair use" standard

Restrictive OTT regulations affecting Internet services
Caps on FDI by foreign marketplaces

Data transfer allowed (or no law in place)

Data transfer limits to certain sectors

Data transfer always requires jurisdictions to be branded "adequate

Data transfer always requires user consent

1 =yes; 0 =notin place (or not found)

1 =yes; 0 =notin place (or not found)

1 =yes; 0 =notin place (or not found)

1 =yes; 0 = notin place (or not found)

0.5 = spectrum assigned ; 0.25 = auction planned ; 0 = not in place (or not found)
0.25=yes; 0 = not in place (or not found)

0.5 =yes; 0.25 = in planning ; 0 = notin place (or not found)

0.2 =full ; 0.1 = partial ; 0 = monopoly, or N/A

0.2 =full; 0.1 = partial ; 0 = monopoly, or N/A

0.2 =full; 0.1 = partial ; 0 = monopoly, or N/A

0.2 =full; 0.1 = partial ; 0 = monopoly, or N/A

0.2 =full ; 0.1 = partial ; 0 = monopoly, or N/A

0.2 =full; 0.1 = partial ; 0 = monopoly, or N/A

0.2 =full; 0.1 = partial ; 0 = monopoly, or N/A

0.25 =yes; 0 =no

-0.5 = some limits or caps on FDI found, such as in certain sectors
l1=yes;0=no

distance from frontier: 1 = best, 0 = worst or N/A

distance from frontier: 1 = best, 0 = worst or N/A

1 =yes; 0.5 = part of process can be done online, or only certain cities provide the service, or
only certain kinds of companies can register online; 0 = not online at all, including even if there is
a "one stop shop"

1 =yes; 0 =not in place (or not found)
1 =yes; 0 =notin place (or not found)
1 =yes; 0.5 =in development/piloted ; 0 = not in place (or not found)
1 =yes; 0 =notin place (or not found)

1 =yes; 0 =not in place (or not found)

1 =yes; 0 =notin place (or not found)

1 =yes; 0.5 =indraft, or is party to treaty that requires safe harbor regulations though not in
place (or not in place (or not found))to have adopted in national legislation yet ; 0 = not in place
(or not found), law does not mention internet intermediary liability, or law implies high liability risk
i.e. EU directive

1 =yes; 0.5 = not officially but abide by Berne Convention ; 0 = not in place (or not found)
-1 =yes ; 0 = not in place (or not found)
-0.5 = some limits or caps on FDI found, such as in certain sectors

1 =yes, allows data transfer, whether by law or implicitly because there is no law
-0.2 =yes; 0 = notin place (or not found)

-0.2 = adequacy always required ; -0.1 = adequacy can be required but not always i.e. if there
is user consent, or a special exception ; 0 = notin place (or not found)

-0.2 = user consent always required ; -0.1 = user consent can be required but not always i.e. if
there is adequacy standard in place, or a special exception ; 0 = notin place (or not found)
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Digital regulations on online behavior (cont.)

VAT/GST Tax

Digital tax/rate discussed or implemented

Consumer protection regulation in place

Consumer protection law explicitly applies to ecommerce

Legal/regulatory prohibitions on companies using unfair or deceptive acts
Anti-spam law in place

Online contracts are to be drafted in clear and simple language

Forms of redress - consumer's right to return items purchased

Companies have a Trust certificate or companies / governments certify trusted firms
Consumer complaints can be filed online

Digital / video-based court procedings for consumer issues

Payment regulations

E-payments law in place

Risk-based approach (RBA) KYC regime in place

Regulatory requirements differentiated by type of service and its respective risks
Demonetization programs to promote digital payments

Regulations or programs to fuel interoperability of online payments

Trade facilitation for ecommerce

De minimis threshold for entry of goods

Publication of existing import-export regulations on the internet

Stakeholders' consultation on new draft regulations (prior to their finalization)
Advance publication of new trade-related regulations before their implementation
Advance ruling on tariff classification and origin of imported goods

Risk management

Pre-arrival processing

Post-clearance audits

Independent appeal mechanism

Separation of release from final determination of duties, taxes, fees and charges
Establishment and publication of average release times

Trade facilitation measures for authorized operators

Expedited shipments

Acceptance of copies of original documents required for import, export or transit
Electronic Single Window System

Alignment of working days and hours with neighboring countries at border crossings
Alignment of formalities and procedures with neighboring countries at border crossings
Provides B2B and/or G2B services as shared trade ecosystem platform

Use of blockchain and/or Al in customs

Innovative postal services, such as drones, collaboration with ecommerce platforms

UPU Postal Development Index

distance from frontier: 1 = best, 0 = worst

-1 =yes; -0.5 = Proposed ; 0 = not in place (or not found)
1=yes; 0.5 =indraft

1 =yes; 0 =not in place (or not found)

0.25=yes ; 0 = not in place (or not found)

0.25=yes ; 0 = notin place (or not found)

0.25=yes ; 0 = notin place (or not found)

0.25=yes ; 0 = not in place (or not found)

1=yes; 0.5=Planning ; 0 = not in place (or not found)
1=yes; 0 =not in place (or not found)

1=yes ;0 =not in place (or not found)

1=yes ;0 =not in place (or not found)

1=yes; 0.5 =in process of implementing ; 0 = not in place (or not found)
1=yes; 0.5 =in process of implementing ; 0 = not in place (or not found)
1=yes ;0 =not in place (or not found)

1=yes; 0 =notin place (or not found)

distance from frontier: 1 = best, 0 = worst or N/A
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=yes ;0 =not in place (or not found)

1=yes; 0 =notin place (or not found)

1 =yes; 0 =notin place (or not found)

distance from frontier: 1 = best, 0 = worst or N/A
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Trade facilitation for ecommerce

De minimis threshold for entry of goods

Publication of existing import-export regulations on the internet

Stakeholders' consultation on new draft regulations (prior to their finalization)
Advance publication of new trade-related regulations before their implementation
Advance ruling on tariff classification and origin of imported goods

Risk management

Pre-arrival processing

Post-clearance audits

Independent appeal mechanism

Separation of release from final determination of duties, taxes, fees and charges
Establishment and publication of average release times

Trade facilitation measures for authorized operators

Expedited shipments

Acceptance of copies of original documents required for import, export or transit
Electronic Single Window System

Alignment of working days and hours with neighboring countries at border crossings
Alignment of formalities and procedures with neighboring countries at border crossings
Provides B2B and/or G2B services as shared trade ecosystem platform

Use of blockchain and/or Al in customs

Innovative postal services, such as drones, collaboration with ecommerce platforms

UPU Postal Development Index

MSME capacity-building and export promotion for ecommerce

Export promotion agency programs/guidelines for ecommerce available
Online ecommerce export services, such as channel management platform
Subsidized digital transformation funding for firms to use ecommerce
Public-private collaboration (e.g. with marketplaces) to build SMEs' capacity
Programs for women-led firms to learn to export (ex: e-commerce)
Programs for rural companies to engage in ecommerce

Help with MSME logistics for cross-border ecommerce

MSME finance

distance from frontier: 1 = best, 0 = worst or N/A
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 =Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1=Yes; 0.5 = Partially ; 0.25 = Planning ; 0= No
1 =yes ; 0 = not in place (or not found)

1 =yes ; 0 =not in place (or not found)

1 =yes ; 0 =not in place (or not found)

distance from frontier: 1 = best, 0 = worst or N/A

1 =yes; 0.5 = planning to implement ; 0 = not in place (or not found)

1 =yes; 0 = not in place (or not found)
1 =yes; 0 = not in place (or not found)
1 =yes; 0 = not in place (or not found)
1 =yes; 0 = not in place (or not found)
1 =yes; 0 = not in place (or not found)

1 =yes; 0 = not in place (or not found)

Regulatory sandboxes for FinTech 1 =yes; 0.5 = in development ; 0 = not in place (or not found)

Open banking regulations 1 =yes; 0.5 = in development ; 0 = not in place (or not found)
Regulatory framework for equity crowdfunding 1 =yes; 0.5 = in development ; 0 = not in place (or not found)
Government credit guarantees for micro and small working capital loans offered to banks 1 =yes; 0 = not in place (or not found)
Government credit guarantees for working capital loans offered to Fintechs 1 =yes; 0 = not in place (or not found)
Direct loans from government to small or micro firms 1 =yes; 0 = not in place (or not found)
Equity for tech and digital businesses (gov't as GP) 1 =yes; 0 = not in place (or not found)
Equity for tech and digital businesses (gov't as LP or fund of funds 1 =yes; 0 = not in place (or not found)
Specific equity programs for exporters (or VC investments expressly for exporting) 1 =yes; 0 = not in place (or not found)
Programs to finance/guarantee ecommerce transactions 1 =yes; 0 = not in place (or not found)

Financing programs or entities for women-led companies - grants, debt or equity 1 =yes; 0 = not in place (or not found)

ACCELERATING MSME ECOMMERCE IN AFRICA: ROADMAP | USAID Alliance for eTrade Development Il Activity 74



Government eprocurement promotion for MSMEs 1 =yes; 0.5 = only tenders or bid docs online; 0 = not in place (or not found)

Procurement tenders and bid documents available online 1 =yes; 0 = not in place (or not found)
Procurement bid submission online 1 =yes; 0 = not in place (or not found)
Procurement bid process and notices electronic 1 =yes; 0 = not in place (or not found)
Online, transparent and/or simple bidding search for low-value procurement contracts 1 =yes; 0 = not in place (or not found)
Initiatives to increase SME procurement bids and contracts 1 =yes; 0 = not in place (or not found)
Initiatives to increase women-led SME procurement bids and contracts 1 =yes; 0 = not in place (or not found)
Complaint mechanism in place, for example about unfair procurement bidding process 1 =yes; 0.5 = observer status; 0 = no

Member or observer of plurilateral Agreement on Government Procurement

MSME cybersecurity readiness

1 =yes, including if standalone or part of larger strategy; 0.5 = in draft; 0 = not

National cybersecurity strategy in place in place (or ot found)

1 =yes, if standalone or part of a law i.e. Criminal Code; 0.5 = in draft; 0 = not

Cybercrime legislation in place in place (or not found)

Computer Emergency Response Team (CERT) in place 1 =yes; 0 = not in place (or not found)
Educational campaigns to SMEs on cybersecurity/SME focused assistance 1 =yes; 0 = not in place (or not found)
Cybersecurity capacity building for governments 1 =yes; 0 = not in place (or not found)
Ratified Budapest Convention 1=yes,0=no

Ecommerce strategy and statistics

Government digital strategy in place 1 =yes; 0.5 = in draft/development ; 0 = not in place (or not found)
Government ecommerce strategy in place 1 =yes; 0.5 = in draft/development ; 0 = not in place (or not found)
Ecommerce flow and/or usage statistics collected 1 =yes; 0 = not in place (or not found)
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